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EIZArQrH

H mrapakdtw oAk ac@aieiag Tou Arjpou BéAou atroteAsi avamméoracTo pEpog NG MoAITIKAG

MpooTtaciag Aedopévwy Tou Arjuou.

H 1ToAITIKr) auTr] £x€e1 ektTovnBei €181Kd yia To TpApa HAekTpovikhg AlakuBEpvnong kai Ala@Aaveiag
Tou Afuou BoAou kail ptropei va tpotrotrolgital tav uttdpxouv aAlayég oTig Slepyacieg Tou

TuAMaTog A aAAayég oTa cUCTANATA TNG.

MpouTéBean yia TNV TPOTTOTTOINGN KAl €QAPMOYN TNG €ival, KAT apxnVv 0 EAeyX0G TwV aAAaywyv
atd Tov YTeuBuvo lNpooTaciag Aedopévwy Tou AARUOU Kal KAatdTv N EYKPICAH TNG aTTd TN

Aloiknon Tou.

H mmoAITIKA atroTeAgiTan atmo Tpia (3) diakpITd aToIXEia Ta oTroia givai:
A) H levikn ToMITIKA ao@aleiag

B) Ta mapapTApara pe Tig E1S1IKEG TTOMITIKEG ao@aAgiag Kal

1. [oAimikn MpooBdoewyv Kai AttoppnTou Kwdikwv XpnoTwv

2. oAtk TAAe-Epyaaoiac (vpn)

3. [oAitikn MpooTaciag Hardware kai Aedouévwyv

4. ToAimkA Xpnonc Aeaipolusvwyv Méowv

5. oAkl Aco@aAgiac AiKTUoU Kal ZUCTNUATWY

6. oAk AvTiypd@wyv Acpalgiac

7. Motk KaBapou Mpageiou kal Kabapric O8dvnc

8. [MoAimikA Xpnonc Kputitoypa@ikwy AAYopiBuwyv

9. [MoAitikn OpBrc Xpriong 21abuwv Epyaoiag

10. MoAimikn Acpalouc Metapopdc [MAnpo@oplwyv

11. MoAimik Acpalolc ATrooToAnc Mnvuudtwy HAekTpovikoU Taxudpouegiou (e-mail)

12. MoAimikn B.Y.O.D.
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13. MMoAimikr Kartnyopliotroinong ZucTnuaTwy

14. MMoAiImik TnAedIaoKEWEWYV

N Ta ocuvnupéva éyypa@a , 6TToU aQUTA UPICTAVTAI, TO OTTOId CUVOSEUOUV OUYKEKPIPEVES

€101KEG TTONITIKEG AOPAAEING.
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AEAOMENQN
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BAMBAKAZ MIXAHA

AQS

Advanced Quality Services Ltd.
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1 A. TlevikA MoAimik Ao@aAegiag

1.1 NEAIO EGPAPMOIHZ TOY ZYZTHMATOZ AIAXEIPIZHZ AZ®AAEIAZ AEAOMENQN

To 2uotnua Alaxeipiong Ao@aleiag Asdopévwy (ZAAA) epapudletal attd OAeg Tig AiguBuvoeig /
TuAuata / Fpageia Tou AAuou.

1.2 IYNTMHZEIZX
IeMAA: TevikA TMoAmkA Ao@dAeiag Acdopévwy (To TTapOV Eyypago)
YMNA: YtreuBuvog lNpooTaciag Aedopévwy

IT: YreuBuvog Alaxeipiong MNAnpogopiakwy ZuoTnUAaTwy Kai AIKTOWVY

1.3 E®APMOIH

H FeMAA g@apuoletal atré 0A0 TO TTPOCWTTIKG TOu AAPOU TTOU EUTTAEKETAI OTNV EKTEAECN TWV
YTTNpeoIwy, KaBWG £TTiONG KAl OTO XPNOIUOTTOIOUNEVO £EOTTAIONO, OAAG KAl OTIG EYKATOOTACEIG
TTou xpnolyotrolei o  AApog oTta  TAdiola  ekTEAEong  Twv  YTTNPECIWV  AUTWV,

OUUTTEPIAAUBAVOUEVWY TWV OTTOIWY TTPOCBETWY OpWV TWV OXETIKWY CUNPBACEWV.

1.4 NOMIKO KAl KANONIZTIKO MAAIZIO
To Nopikd kai KavovioTikd TTAaioio TpoodiopideTal atro:
e N.3463/2006 - PEK A’ 114/30.6.2006 — ApBpo 75 (Kwdikag AAuwy kal KoivoTATwy)

e Nopog 4624/2019 (Apxn lMpooTtaciag Aedopévwyv poowTtikoU XapakTipa, HETPA
epappoyng tou Kavoviopou (EE) 2016/679 tou EupwtraikoU KoivoBouAiou kai Tou
ZupBouliou TnG 27ng AtrpiAiou 2016 yia TV TTPOCTACIA TWV QUOIKWY TTPOCWTTWY EVAVTI
NG emegepyacniag OedoPEVWY TTPOCWTTIKOU XOPAKTAPA KAl EVOWNATWON oTnV €0VIKA
vopoBeoia Tng Odnyiag (EE) 2016/680 Tou Eupwtraikou KoivoBouAdiou kai TOUu
ZupBouliou TnG 27ng AtrpiAiou 2016 kai GAAeg dlaTdgeig".)

o Amogaon AAAE 165/2011 (Kavoviopog yia Tn Aloo@aAion Tou ATTOpPATOU Twv

HAekTpOVIKWYV ETTIKOIVWVIWV.
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o N.2121 ®EK 25 A / 04-03-1993 Nopog Tepi TTpooTOCiag Kal aTmmoQuyng KAOTTAG

TIVEUUATIKAG I010KTNCIOG.

e N.3741/2006 NoOuog yia Tnv TpooTacia OedONEVWY TTPOCWTTIKOU XOPOKTAPG KAl

I01WTIKAG CWAG OTOV TOPEA TWV NAEKTPOVIKWV.

e Kavoviouog (EE) 2016/679 Tou EupwTraikoU KolvoBouAiou kai Tou ZupBouAiou yia Tnv
TPOOTACIO TWV QUOIKWY TIPOOWTIWV €vavTl TnG £Tefepyaaias Twv OedouEvVwV

TIPOCWTTIKOU XOPOKTAPA Kal yIa TNV EAeUBePN KUKAOQOpIa Twv OED0UEVWV AUTWV.

e OOnyia 2002/58/EK Tou EupwTraikol KoivoBouAiou kai Tou ZuufouAiou, Tng 12ng
louAiou 2002, oxeTIKA PE TNV €TTEEEPYOTia TV OEQOUEVWV TTPOCWTTIKOU XAPAKTAPA KAl
TNV TTPOCTACIA TNG IBIWTIKAG (WG OTOV TOPED TWV NAEKTPOVIKWY ETTIKOIVWVIWY (0dnyia

yla TNV TTPOCTOCIA IBIWTIKAG CWAG OTIG NAEKTPOVIKEG ETTIKOIVWVIEG)

e Odnyia (EE) 2015/1535 1ou EupwTraikol KoivoBouAiou kai Tou ZupBouAiou, TG 9ng
emrreuBpiou 2015, yia Tnv kaBiEpwaon uiag diadikaaiag TTANPoeOPNONG GTOV TOUED TWV
TEXVIKWV TTPOBIAYPAPUWYV KAl TWV KAVOVWY OXETIKA PE TIG UTTNPETIEG TNG KOIVWVIAG TWV

TTANPOYOPIWV.

Znueiwon: O Afpog deapeuetal OTTWG dev aTTodEXTEI 010VONTTOTE GUURBATIKG OPO TToU TTapafIdlel

T0 avwTEPW NopIKO Kal KavovioTikd TTAqiolo.

1.5 YNEYOYNOZ EQAPMOIHX THX NOAITIKHZ
= YMA
=  OAa 1a oTEAEXN

= OAoi o1 utTt@AANnAOI

1.6 ZKONOZz

O AApog emdiwkKel TNV TTapoXA Twv YTINPEeoiwy ocUP@wva Pe 1o 1oxUuov Nopikd kal KavovioTiké
TTAQIOI0 KAl TIG AOITTEG CUMPATIKEG UTTOXPEWOEIG TOU, UE TPOTTO TTOU VA TTpoCTATEUOVTAl TO
TTAnpo@opiakd O&edopéva Kal 181aiTEpA Ta TTPOCWTIIKA amrd ekoUola A akouola KAOTM,

KataoTpo®n, 1 xpnon kartd mapdpacn Twv Nopwv kai Twv KavovioTikwy Alatdgewy.

O oKOTTOG TNG ACQPAAEING TWV TIPOCWTTIKWY OEBOPEVWV Eival va dIaCQANICEI TNV ETTIXEIPNOIOKNA

ouvéxela Tou Arpou Kal va eAaXIOTOTTOINCEl TOuG KIVOUVOUG TTou eTTatrellolv Ta dedopéva,
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ATTOPEUYOVTOG TTEPIOTATIKA QOQAAEING KAl PEIWVOVTAG TIG ETTITITWOEIS TTOU UTTOPEI va €XOUV T

TTEPIOTATIKA QUTA.

1.7 TIOAITIKH AZ®AAEIAZ AEAOMENQN

216X0G TNG TTapoucag TTONITIKAG gival va TTpooTatéwel Ta MAnpogopiakd Aedopéva Tou Arjpou
a1rd OAEG TIG EOWTEPIKEG, EEWTEPIKEG, EKOUOIEG A akoUaleg aTTelAéG. Ta Tnv eTTiTeugn Tou oTOXOU
auToU, €KTOG TNG TTAPOUCNG YEVIKNG TTONITIKAG €XOUV €KTTOVNOEI KAl €I0IKEG TTOMITIKEG AO@AAEiag
OTwG @aivovtal ota Tapaptigata Al — Al3 TOU TOPOVTOG £yypPAPOU Kal OTTOTEAOUV

avaTTOOTIO0TO PHEPOG QUTOU.
O1 emiuépoug atdxol Tou AAUOU OXETIKA e TNV ACQAaAeia Twv Aedouévwy eival:

e Ta TlAnpogopiakd Aedopéva va eival TTPOCTOTEUPEVA QATTO  OTTOIOONTIOTE [N
ecouaiodotnuévn TTpécBaan.
e Na dlao@aAileTal N EYTTIOTEUTIKOTNTA, OKEPAIOTNTA, OlIaBe0IUSTNTA KOl N dIATAPNON TWV

MAnpo@oplakwv AedouEVwY, OTTWG VOUINWG TTPORAETTETAI.

e Na mpoulvTal TTavTa ol apXEG TNG VOUINOTNTAG, QVTIKEIMEVIKOTNTAG KAl SIAQAVEIAS KATA

TNV emmegepyaaia Twv MNANPo@opIakwy AedopEVwY.

e Ta lNAnpogopiakd Acdopéva va culAéyovtal pévo yia kabBopiopévoug, pnroug Kal
VOUIJOUG OKOTTOUG Kal va unv utrtoBAaAAovTal o€ Trepaitépw eTTeEepyaaia Katd T1pOTTO

aoUuBaTo TTPOG TOUG OKOTTOUG aUTOUG.

e Ta MNAnpogopiakd Aedopéva va gival KatdAANAa, cuva@n Kal va TrepiopifovTal aTo

avaykaio yia Toug oKoTroug yia Toug OTToioug uttoaAAovTal o€ eTTeepyaaia.
o Na dilao@aAifeTal N THHPNON TWV VOUOKAVOVIOTIKWY ATTAITHOEWV.
o Na mapéxeral ekmmaideuan Tavw otnv AGPAAEIa Twv AeSOPEVWY Yia OAO TO TTPOCWTTIKO.

e OAa ta rpayuatikd A KaB’ utroyia TrepioTatik@ ac@aAgiag va avagépovtal otov YA kai

va SIEPEUVWVTOI TTANPWG.

Mo TNV €MiTEUEN TWV TTAPATTAVW OTOXWV £XOUV AVaATITUXBEN Kal eQapuolovTal eTTIEPOUG TEXVIKA
Métpa, TloAimikég Ao@alciag kar Aiadikagieg, OTTOU TTEPIYPAPOVTAl KOl OAEG Ol OXETIKEG
apuOBIGTNTEG TOU TTPOCWTTIKOU KAl 01 0TT0ieg S1aa@aAifouv Kal atrodeikvUouyv 0TI N dlaxeipion Twv

TTANPOoPOpPIaKWY dedopévwy dievepyeiTal cUP@wva e To NopokavovioTiké MAaioio.

Ta ev Moyw Métpa, MoAmkég kar Aladikaoieg emavegeTalovTal Kal ETTIKAIPOTTOIOUVTAl OTAV

KpiveTal atrapaitnTo, OTTWG YIa TTOPABEIYUA PETA ATTO EKTETAUEVEG OAAAYEG OTA TTANPOPOPIAKA
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ouoTAuaTa, Bacikég allayég ata TTpoypdupaTa (software), KAT., Kal KAt €AdxIoTo avd £T0G.
YmeuBuvog yia Tnv emKkaipotroinon eival o YIA, o€ guvepyaoia pe Toug MNMpoioTapévoug Twv

AiguBlvoewv.

‘OAo 10 TTPOCWTTIKG Kal Ol EEWTEPIKOI OCUVEPYATES (OTAV QUTO ATTAITEITAI) Eival UTTOXPEWMEVOI VO
epappodouv TIG MoAITkEG Aopaleiag TTou SIETTOUV Tn AsiToupyia Tou Ajuou Kal EUTTITITOUV OTO

edio TV dPACTNPIOTATWY TOUG.

H Aioiknon deopeleTal yia TNV TApOoxr OAWV Twv aTTapaitnTwy TOPWV KAl JECWV Yia TNV

€Qapuoyn TNG TTapoloag Kal Twv emiPEPoug MNMoAITiIkwv Ac@alciag.

1.8 APMOAIOTHTEZ

1.8.1 AppodidéTnTEG d1oiknong
O1 Baoikég apuodidTnTeg TNG Aloiknong o€ oxéan pe T diaxeipion 1ng Ac@aAlsiag Asdopévwv
oTov Ao givai:

o H diaudppwaon TnG TTOAITIKAG Tou Arfjuou o€ axéon Pe TNV AcQAaieia AeSopEvwv.

o H éykpion kal n avaokotrnon Twv MNMoAiImkwv Ac@aAeiag.

e H éykpion Ttou TAdvou Ektipnong EmikivouvotnTag kai Twv Zxediwv Alayegipiong
EKTAKTWY AVayKwv.

e H diac@dAion Twv TTOPWV TTOU aTTAITOUVTAl YIa TNV OTTOTEAECUATIKA €QApPPOYR Tou
>uoTtpatog Alaxeipiong Ac@aieiag Asdopévwy.

e H odnuioupyia Twv atmmopaitnTwy ouvenkwv oTov ARuo yia Tnv Tpowdnon Tng
KATavonong Kai ePTrEdwong atrd 1o TTPOCWTTIKG ToUu POAOU Kal TwV €UBUVWYV TOU TTOU
ouvdéovTal he TNV Ac@AAEia AeSOPEVWIV.

e H pépiyva yia tn ouvexry BeAtiwon Tou XuoTAuarog Aiaxeipiong AcQAAciag Twv
Aedopévwy.

1.8.2 AppodidTnTEG TOU Yeubuvou MNMpooTtaciag Aedopévwv

ExkmrpdéowTtrog Tng Aloiknong ot Béuata Ac@dAeiag Asdopévwy eival o YTrelBuvog MNMpooTtaoiag
Aedopévwy. O YTIA opiletal pe ammoéogacn TnG Aioiknong Kai €TITTAEOV TwV GAAWVY KaBNKOVTWY,

EXEI TIG UTTEUBUVOTNTEG TTOU AVAPEPOVTAI OTN TUVEXEIQ:

o AlQuoOp@WVEI TNV OPXITEKTOVIKH ToU olkodopruaTog TrpoaTaciag (by design & by default).
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Kataypdel TG diadikaaieg auAAoynig, attoBrikeuong, yeTaBifaong kai emeepyaciag Twv

TIPOCWTTIKWV OEQOUEVWV.

Evnuepwvel kar cupBouAelel Tn Aloiknon Kai To TTPOCWTTIKO YIA TIG UTTOXPEWOTEIG TOU TTOU

atroppéouv atd 1o NopokavovioTiKO MAaiolo OXETIKA Ye Tnv TTpooTacia SEQ0UEVWV.

MapakoAouBei TN cuppdpewon pe 10 NopokavovioTikd TAaioIo OXETIKG HE TNV
TTpooTaCia OEQOUEVWY KAl YE TIG TTONITIKEG TOU Afou o€ ox€0n PE TV TTPOOTACIO TWV
0edOoUEVWY  TTPOCOWTTIKOU  XOPOKTAPA,  CcuutrepIAapBavouévwy  TNG  avabeong

QPUOBIOTATWV.

Mepipva yia Tn euaioBnTOTTOINCT KAl EKTTAIOEUCT) TOU TTPOCWTTIKOU Tou Afou o€ BéuaTta
Aco@dAciag Acdopévwy, MNoAITIKwy Kal AladiKaoiwy Kal armaitioewyv NOPOKAVOVIOTIKOU

MAaiciou.

Opyavwvel, ouvtdooel ekBEoeig atroTiunong Kivouvou (Privacy Impact Assessments).

Mapéxel ouuPoulég, OTav (Cnteital, 6cov agopd Ttnv EkTiunon AvTiKTUTIOU KAl
Emmikivduvotntag, OXeTIKA PE TNV TTPOOTOCIO Twv OedOUEVWY KOl TTAPOKOAOUBE Tnv

uAoTT0INONG TNG.

JuvepyAadeTal Pe ETTOTITIKEG APXEG KAl ETTIKOIVWVEI JE TNV ETTOTITIKEG APXES YIa (NTHKOTA
TTOU OXETICOVTal PE TV £TTeCepyaaia, TTepIAaupBavouévng Tng diaBouAeuang.

2xed1aCel eowTEPIKES BIadIKaoieg & epyaleia cuppdPPWONG.

2uvepyddletal pe Tn Aloiknon kai Tig AieuBuvaoelg, yia Tnv avattugn MNoAimkwyv Ac@aleiag,
S1adIKAOIWV Kal TTPOTUTTWV PEBOdwWY, cupewva pe TNV Tevikh TMoAimik Aoc@dAeiag

Aedopévwy Tou Anpou.

Mépipyva yia Tnv e@appoyn, diatpnon kai mapakoAoldnon Twv MNoAimikwv Ac@dAciag,
WoTe va dlao@aAieTal n TPNON TWV VOROKAVOVICTIKWY QATTAITIOLWY, TNG EKACTOTE

IoXU0oUCag vouoBeaiag Kal TwV ATTAITACEWY TWV TTPOTUTTWV.
Evnuepwvel Tn Aloiknan yia Tnyv €tmidoon kai BeATiwon Twv MNoAimikwv AGQAAEiag.

EAfyxel TOv KATGAOYO TTANPOQOPIOKWY OToIXEiwv Tou Afuou kai Tn diaBdbuion Tng
otoudaiéTnTdg Toug (ENM.05.01 MHTPQO XYZKEYQN), og ouvepyaaia pe Ta apuddia

ETTIXEIPNOIOKA OTEAEXN KGBE AlelBuvaong.

Zuvepyddletal pe Tn Aloiknon kai Tnv Ouada Alaxeipiong Ac@aieiag AedouEvwy yia Tov

KaBopIoUO TWV ATTapaiTNTWV EAEYXWV YIOQ TRV AVTIMETWTTION TWV KIVOUVWV.
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>xed1adel d1adIKaoieg avTIHETWTIONG KIVOUVWY / TTapaBIdocwy / AOITTWY TTEPICTATIKWV

Kal EvNUEPWONG.

MapakoAouBei kai avagépel aTn Aloiknon OTTOIOdNTIOTE TTEPIOTATIKO ao@aAgiag Kal
EVEPYOTIOIEI TO AVTIOTOIXO GXEDIO KAl OTPATNYIKA VIO TV QVTIMETWITION KAl TNV ATTOQUYI)

ETTAVEPPAVIONG TOU.
AoyodoTei aTTévavTl OTa UTTOKEIPEVA ETTEEEPYATiag AV XPEIOOTEI.

MapakoAouBei Tnv ammoTeAeopanikOTNTA TwV €AEyXWV TIOU €papudlovTal yia Tnv

QVTIMETWTTION TWV KIVOUVWY Kal ava@épel OXeTIKA oTn Aloiknon.

O YMNA avagépetal amreuBeiag otnv Aloiknon yia 6Aa 1a Béuata OxeTIKA Pe TNV AC@AAsia

Aedopévwy Kal gival EoUCIOdOTNHEVOG VO EVEPYET VIO AOYAPIACUO TNG OXETIKA UE AUTA.

1.8.3

Appod16TnTEG ONadag Alaxeipiong Ac@dAsiag Aedouévwv

Qg péAn Tng Opddag Alaxeipiong Ac@daAeiag Aedopévwy Ba TTpéTTel va opifovTal:

‘Evag Y1euBuvog Alaxeipiotig AoedAeiag (IT)
O YmeuBuvog Mpootaciag Aedouévwy (YTA)

MpoioTtépevog AlelBuvong

O1 Baoikég apuodidtnTeg TNG Ouddag Alaxeipiong Ao@dAeiag Asdouévwy ivai:

H egétaon Twv dpacTtnploTTwy Tou AAUOU TTOU EUTTITITOUV OTO TTEdI0 £€QAPUOYNG TOU
2AAA Kal 0 EVTOTTIOUOG TWV EUTTAEKOUEVWV TTANPOPOPIAKWY TTEPIOUCIAKWY OTOIXEIWV

KOl TWV KIVOUVWY TTOU Ta OTTEIAOUV.

H extiynon avtiktuttou Kal aglohdynon Tng ETKIVOUVOTNTAG TWV EVTOTTICOEVTWV

KIVOUVWV.

H e€€€taon, o1 TPOTACEIG KAl N KATAYPOAPr METPWY €AEYXOU YIO TNV QVTIUETWTTION TWV

KIVOUVWV.

H 1replodikh avaokdTnon NG atmmoTEAECUATIKOTNTOG Twv TAAVWY dlaxeEipiong Twv

KIVOUVWV.

O evTOMIONOG TWV TTEPITITWOEWY KATACTACONG EKTAKTOU AVAYKNG KAl GUVTOVIOUWY TWV

EVEPYEIWV YIA TNV KATAPTION KAl £YKPIOT OXESIWV EKTAKTOU aVAYKNG.
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e H avriyetwion TepioTaTikwy AGQAAeiag Aedopévwy.

1.8.4 AppodioTnteg MpoioTapévwy Aleudivoewyv

O1 Baoikég apuodidtnTeg Twv lMpoioTapévwy Twv AlcuBuvoewv Tou AAPOU 0€ OXEOn HE TN

dlaxeipion Tng Ac@aAeiag Aedopévwy gival;

e H oupuetoxh OTov €VTOTTIOUO, TNV €KTIUNON Kal TO oxedlaopo Tng dlaxeipiong Twv
KIvOUVWV TToU OXeTICovTal Pe Ta TTANPo@opIakd ayadda trou diaxelpifetal n AictBuvon

TOUG.

e H emifAewn Tng Tpnong Twyv MoAmkwyv Acg@aAeiag amod Tta oTeAéxn Tng AlelBuvang

TOUG.

o H evepydG OUUUETOXN OTNV AVOOKOTINGN OXETIKWVY TTEPICTATIKWY OOQAAELIQG, WOTE va

dlgpeuvnBoUvV o1 aITieg TOug Kail va oxedIaoToUV Ol aTTapaiTNTEG SIOPOWTIKEG EVEPYEIEG.

e O &vIOMOPOG ONUAVTIKWY aAAaywv Kal TACEWV TIOU UTTOPEi va €TTNPEACOUV TIG
TTPAKTIKEG yia TNV ACQAAEIO TNG TTANPOPOPIG OTO XWPO £uBUVNG TOUG KAI N CUVEPYATia

pe Tov YTIA kai Tn Aloiknon yia Tnv TTpocapuoyr OTIG VEEG CUVONKEG.

1.8.5 AppOBIOTNTEG TTPOCWTTIKOU

O1 Baoikég apuodIdTNTEG TOU EUTTAEKONEVOU OTO 2ZUaTnua Alaxeipiong Ac@dAsiag Asdopévwv

TTPOOWTTIKOU O€ oX€éon Pe TN dlaxeipion Tng Ac@dAeiag Asdopévwy Tou Afjuou givai:

e Hegpapuoyn Twv MoAITIKwv AGQAAEIag, TwV OXETIKWY OIadIKATIWV Kal 0dNyIWV £pyaciag

TTOU EUTTITTITOUV KATA TNV EKTEAEDCT TNG EPYACIAG TOU.

e H dueon avagopd atov YIA oTroIoUdATIOTE TTEPIOTATIKOU QOQAAEIQG EUTTITITEl OTNV

avTiAnyn Tou.

1.9 ZYNHMMENA ENTYTA

Opyavoypauua Afyou
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1.10 APXEIA
XPONOZ
MNMEPICPA®H MOP®H THPHEHE YNEYOYNOZ THPHZHZ
Opyavoypauua . . .
AfoU HAeKkTpOVIKNA ET’ adpioto YA
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B. MTAPAPTHMATA

I. EI01kéG MoOAITIKEG ACQPAAEING

1.

n

10.

11.

12.

13.

14.

MNoAiTikA MNpooBdoswyv kal ATTopprATou KwdlKwv XpnoTwv

MNoAitikA TAAe-Epvaaoiac (vpn)

MNoAiTikA MNpooTtaciac Hardware kai Asdouévwyv

[NoAimiki Xpnonc A@aipouuevwyv Méowv

[NoAimikl Ac@algiac AIKTUOU Kal ZUaTNUATWY

[NoAimik Avtiypdpwv Ac@alAgiag

MoAmikA KaBapou Mpageiou kal KaBaprc O8dévnc

MoAitikA Xpnonc Kputrroypa@ikwy AAyopiBuwyv

MNoAimikl OpBic XpRonc X1abuwyv Epyaciac

MNoAitikl Ac@aiouc Metagopdc NMAnpogpopiwv

MoAiTikl Ac@ahouc AtrooToAc MnvupdTwy HAekTpovikoU Tayxudpoutgiou (e-mail)

[NoAimikA B.Y.O.D.

[NoAimik Karnyopiotroinang Zuotnudtwy

[NoAiTikA TnAediaoKEWEWV

Il. AioTa NpoypappdTwy

1. Eykekpiyéva

2. NpdbéoBeta
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NMAPAPTHMA |

E18i1kég MoAiTikég AopaAeglag Aedopévwv

1. MoAimikA MpooBdcewyv Kail ATroppTou Kwdikwv Xpnotwv
1.1 ZKOrozx

2komég NG Tapoucag [MoNimikAg Ac@dAsiag eivar va Tepiypdwel Tn peBodoloyia TTOU
akoAouBeital oTn ¥xprion Twv KwdIKWY atmd Toug XproTeg Toug. Idiaitepa TrepiypdgovTal ol
MéBoGOI TTou eapupolovtal yia Tn Olaxeipion autwyv Twv KwoIKWwv oTov AAuo. ETiong
TTEPIYPAPOVTAIl Ol AOYIKEG TTPOCRACEIG TTOU UTTAPXOoUV aTov AAMO Kal 0 TPOTTOC TTpéafacng Twv

UTTNPECIWY AUTWYV OTTO TOUG XPrOTEG.

1.2 [IEAIO E®PAPMOIHZ

H mrapouca MoMiTikiy Ac@AaAeiag epapudleTal yia TOug KwdIKoUg TTPpOaRacng OAwWV Twv XpNoTwv
OTOUG TTPOCWTTIKOUG OTABUOUG £pyaadiag, 0To e0wWTEPIKO dikTUO Tou AAuoU, yia Tnv TTpdalacn

oTo 01adiKTUO Kal TNV €18IKA TTPOoBaon O¢ eEEIBIKEUPEVEG EQAPUOYEG.

H avaokdtnon tTwv SIKAIWUATWY TwV XPNOTWY TTOU OTTOPPEOUV ATTO TNV TTAPOUCa TTOAITIK

opiCeTal 611 Ba exTeAeiTal O€ eTAOIA Bdon.

1.3 YINEYOYNOZXZ E®APMOIHZ THZ INMOAITIKHZ

YmeuBuvog MNpooTaaiag Aedouévwyv

YmreuBuvog Alaxeipiong MNMAnpo@opiakwyv ZuaTnuaTwy Kai Aiktowv (IT)

XPAOTEG GUOTNUATWV

E€wrTepikoi ZuvepydTteg
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1.4 Akaiwpara nAEKTPOVIKWY TPOoRACEWYV

Ta dIKAIWPATA NAEKTPOVIKWY TTPooRAcewv aTov Ao gival diagoépwyv €I0WYV Kal attapiBuouvTal

aKoAoUBwWG:

1. MpoéoBacon aTo Asitoupyiké auoTnua (T1.X. windows) oToug oTaBuoug epyaaiag

2. lMpéoBaon oToug file servers (domain users)

3. lMpéopaon og utnpeaia e-malil

4. TpbéoPacn o€ IBIKEG EPAPUOYEG:

EZQTEPIKEZ EQAPMOIEZX ( £xouv KOTAOKEUAOTEI A1rd YITOA. TOU TUAMATO
HAekTp. Alak. Kai dia@aveiac)

a.

b.

0.

HAekTpoviki E@appoyn Alaxeipiong épywv ( BAMBAKAXZ MIXAAHY)
Fpageio NpoowrikoU /MapoucioAdyio ( BAMBAKAXZ MIXAAHZ)
MnTtpwo Mayiwv ( BAMBAKAZ MIXAAHZ)

Network ( BAMBAKAZXZ MIXAAHE)

KAMH ( BAMBAKAZ MIXAAHZ)

Eupetfipio ThAspwvwyv ( BAMBAKAZ MIXAAHZ)

Alaxeipion ZréAou ( BAMBAKAZ MIXAAHZL)

Meratpotrj o€ pdf ( BAMBAKAZXZ MIXAAHZL)

MNpoévoia ( BAMBAKAZ MIXAAHE)

Helpdesk (YIIAAAHAOI TM. HA. AIAK. KAI AIA®ANEIAZ)

ZooTtnpa YmooTtipigng Texvikwyv Ymnpeoiwv (MPQHN YMAAAHAOZ
TEXN. YNMHPEZIAY)

MAnpo@opiaké cloTnua Kataypapng epyaciwv HIY - e-service
(KAAANTZHZ HAIAZ)

. NMAnpo@opiakd ouoTnua EUpeong OoToIXEIWV TWV YTTOAARAWY —e-index

(KAAANTZHZ HAIAZ)

MnTpwo yn@iakng utrodoung A. BéAou - e-inventory (KAAANTZHZ
HAIAEL)

Adcieg MNoAsodopiag (KATINAKH XPIZTINA & BAMBAKAZ MIXAAHL)
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AuBaipera (KATINAKH XPIZTINA)

Adéomrota Zwa (KATINAKH XPIZTINA)

Agommolopeva Zwa (KATINAKH XPIZTINA)

Adeieg YmaAARAwv (KATINAKH XPIZTINA)

Alaxeipion Fpapparteiag Mevikou AlguBuvth) (KATINAKH XPIZTINA)
MpwtoékoAAo Mapdadoong —MapaAafriig (KATINAKH XPIZTINA)
Yme00uvn ARAwon (KATINAKH XPIZTINA)

EykaraAeAeippéva Oikétreda/AuTtokivnta (KATINAKH XPIZTINA)

EZQTEPIKEZ EQAPMOrIEZ (a1md e§wTePIKOUG OUVEPYATEG)

X.

Y.

aa.

bb.

CccC.

dd.

ee.

ff.

gg9.
hh.

ii-
kk.

MAnpogopiaké TuoTnua Genesis (Proset )

mAnpo@oplaké cluoTnua HAekTpovikhg Alakivhong Eyypdewv BPM
(Proset)

MAoyiopiké Alayeipiong Miototoinuévwy AlaSIKTUOKWY AITHHATWY

MoAiITwyv ctservices (Proset)
Noyiopiké Alaxeipiong HAekTpovikwyv TTAnpwuwyv (Proset )

AOlIZMIKO I'A KATATPA®H AITHMATQN MOAITQN MEZQ KINHTQN
THAE®QNQN (NOVOVILLE).

AopIKh evnuépwon

Verm (Aoyiopiké Tomroypagiag & dwTtoypapperpiag) (A&H MQKOZ O.E)
ArcGIS Desktop Basic concurrent use, ArcGIS online (ESRI)

3DR - (3DR Engineering Software AE)

YmoAoyiotiké H/M ADAPT/FCALC - (4M AE)

ACE-ERP - (UNI-Systems)

GG Cad - (Kwv/vog AoTtdpag)

Archicad — (Top Software EMNE)

Verm - ( A & H Mwkog OE)
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5. Amopakpuouévn Tpécofacn (remote access) 0To €OWTEPIKO BiKTUO.

O1 rapatrdvw TTPooRATEIG aQoPOoUV T OTEAEXN KAl TO TTPOCWTTIKG TTou epyadletal otov Afuo. Ol
TPOORACEIS QUTEG KaTaypd@ovTal oTo éviuTio TTpoofBacewv Xpnotwyv (Evrutro MpooBdacewv
XpnoTtwv ENM.01.01).

Etriong, €101kl nAekTpovIKr TTPOCRACH UTTOPEi va €XOUV 01 EEWTEPIKOI TUVEPYATEG HE TOUG
OTTOIOUG  UTTAPXElI OUYKEKPIYEVN oUpPBacn €pyou  (T.X. avdamTuén AoyioupikoU, Trapoxn
OUMBOUAEUTIKWY UTTNPETIWY, KTA). ZTNV TTEPITITWON auTr akoAouBeital n 16ia diadikagia yia Tnv
£YKpIon TwV TTPOoRACEWY OTTWGS AUTH TToU IoXUEI yia Ta aTEAEXN KAl TOUG UTTGAARAOUG Tou Arjuou
Kal guuttAnpwvetal kai Atouikr) KaptéAa MNpooBdoewv Xpnotwy. H mpdofacn eEwTepikwy

OUVEPYATWYV TTPETTEI VA OIAKOTITETAI APECO PMETA TNV OAOKAAPWGON TOU £PYOU Yia TO OTToi0 OGONKE.

1.4.1 [lpdéoBaon or1o ALITOUPYIKO OUCTNHA KAl OTO EOWTEPIKO OiKTUO

Ta dkaiwpata TPOoRacng o€ AEITOUpylké cuoTnua windows KABe TTPOoWTIIKOU oTabuou
epyaaiag eAéyxovtal Pe KAtGAANAO KwdIKG, Tov OTT0io dnuioupyei 0 iBIog 0 XprioTng Katd Tnv
mpwTtn TPpdoBacn oe TePIBAAAov domain. Otav TPOKEITal yia root XpAOTN OUCTAUATOG
(AlaxeipioTth)) n avaBeon Tou KwdIkou yivetal atrd Tov IT. O kKwdikdg ival yovadIKOG Kal yVwoTOG

Movo oTov idlo TO XpAoTN.

21NV TTEPITITWON KWAIKOU root xpriatn (SIaxXEIpIoTH), avTiypa@o Tou KwdIkoU auTtoU KpaTeiTal o€
KOAG ao@aAIopévo XWpo péoa oTa ypageia Tng Aietbuvong, ocluewva e Ta opifoueva oTnv
MoAimikn Xpriong Kputrtoypagikwv AAyopiBuwv (I1.09).

1.4.2 [lpdéoBaon oroug file Servers

Ta dikaiwpara Tpéopacng oToug file servers eAéyxovrai Tiong pe KATGAANAO Kwdikd, 0 0TToiI0g
onuioupyeital atrd Tov idlo Tov XpnoTn KAatd TNV TTpwTn Tou €i0060. O KWdIKGG gival povadikdg
KAl yvwoTOg poévo aTtov idlo To ¥XprioTn ME €uBlivn Tou. Ta diKaiwpara TPOoRAcNS OTOUG
eCuTTNPETNTEG Eival dlapaBpiopéva, opifovtal dnAadr avd xprioTn dikalwuaTa yia avayvwon f/kai
yla JeTaBoAn A/kal yia dnuioupyia f/kal yia diaypar eyypagwy We gubuvn Tou YTreUBuvou
Alaxeipiong MAnpo@opiokwyv ZuoTnudTwy Kal AIKTUwv. & TTEPIBAAAOV workgroup Tov KwdIKO

avaBértel oTov Xpriotn o IT.
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Tnv €uBuvn evnuépwaong Tou pageiou MANPOYOPIKAG, yia TNV dnuioupyia, TPOTTOTTOINCN Kal
dlaypa@r Twv XPNoTwv £xel 0 TPoIoTAPEVOG KABe dielBuvong Tou avAkel o xpnotng. H
evnuépwan Tou pageiou TTANPOYOPIKAG ATTO TOV TTPOICTAUEVO TNG dIEUBuvoNg YiveTal péow

a1rooTOAAG e-mail, e Bépa «Aikaiwpara Xpnotn» f péow tng epapuoyng HelpDesk.

To dikaiwpa TpdoBaong (user ID) otoug file servers gival povadikod yia KABe xproTn €101 WOTE

va ETITPETTETAI O €AEYXOG KaI VA avayvwpifovTal ol UTTEUBUVOTNTEG TWV EVEPYEILIV TOUG.

O YmelBuvog Aiaxeipiong TMMAnpo@opiakwy ZuoTnudatwy Kal AIKTOwv TIPETTEl va  TnpEi
evnuepwpévo katdhoyo (EM.01.03) ye Ta ovoparta Twv XpnoTwy TTOU €XOUV TTPOCRaCH OTOUG

servers Kataypag@ovtag Ta OIKaIWPATa TToU autoi €xouv (avayvwon R/kal petaBoAn n/kai

dnuioupyia f/kai diaypagr] yypaewy).

1.4.3 [lpéoBaon oc nAekTpoviko Taxudpousio (email)

Ta dikaiwpata TPOoBacng o€ Aoyaplacud NAEKTPOVIKOU Taxudpopegiou Tou Afuou eAEyxovTal JE
KATAAANAO KWOIKO pe €uBUvn Tou YTreuBuvou Alaxeipiong MANPOQoPIaKWY SUCTNUATWY Kal

AIKTOWV.

EidikdTEpa puBuiCeTal n didpkela diatripnong Aoyapiacpou XproTn TTOU ATToXWPNOoE atrd Tov

Afuo wg €8Ng:

o O Aoyapiaopég diatnpeital evepydg yia TTEPIOdO 6 uNVWV PETA TV ATTOXWPENON

TOU UTTGAARAOU.

o O xpnotng tou AoyapiaopoU €xel TNV UTTOXPEWan va diaypdyel Tuxov

TPOCWTTIKA UNVUPATA TTOU UTTOPET va UTTAPYXOUV GTO Aoyapiaaud Tou.

o O Aoyapiacudg avakateuBuvetal autoépata o€ GAAov Aoyaplaoud woTe va

MTTOpEi va TTapakoAouBeital, yia Tnv TTePiodo Twv 6 unvwv TTou Ba peivel evepyog.

o Merd 10 mépag Tou TapaTTdvw OSINCTAUATOG OAA TO TTEPIEXOPEVA TOU

dlaypdgovTtal Kal 0 Aoyaplaoudg Katapyeital armd 1o cUaTNa.
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1.4.4 [lpéoBaon oro S1adikTuo

Ta dikaiwuata TpoécRacng oTo OladikTuo eAéyxovtal ammd Tov YTmeuBuvo Alaxeipiong
MAnpogopiokwy ZuoTnudtwy Kal AIKTUwV Kal &gv aTTaIteital N xpron Kwdikou. lMNepaitépw
€Aeyx0G TNG TTPOCRACNG o€ DIAPOPOUG IGTOTOTTOUG PTTOPEI VO EKTEAEITAI HECW EIDIKNG EQAPUOYNS

QIATpapiouaTog Trepiexopévou (Content Filtering).

1.45 Amouakpuouévn mpoéoBacn oro sowrepiko dikruo (VPN)

AIKQIWPATA ATTOPAKPUCHEVNG TTPOCRACNG OTO ECWTEPIKO BiKTUO TOU Afjou €X0ouV JOVOo auaTnpd
TTEPIOPICPEVOG apPIBUOS XPNOTWV Kal n adelodoTnon ataitei €ykpion amd tnv AielBuvon
MAnpo@opIkAg Tou Anuou. H atropakpuopévn Tpdofacn vyivetal Ye Tn XpAon KatdAAnAou
KwOIkoU, o oTroiog Oivetal atov KABe xprnotn atmd tnv Aloiknon A Ttov IT. O kwdIKOG eival

HovadIKOG Kal YVwOoTAG yovo oTov idlo To XpAoTn pE EuBuvn Tou.

H amopakpuapévn Tpoéoacn SIGKOTITETAI AUTOMATA €AV O XPAOTNG OTAPATACE! KABE evépyeia

yia TTédvw atd 15’ Aetrtd (Session time-out).

H amopakpuopévn poofaacn teplypd@eTal avaAuTikOTEPa oTnV «lMOAITIKF) ATTOPAKPUOUEVNG

MpbéoBaong — vpn —1.02), 6TTwg TTEPIYPAPETAI OTO TTAPAPTNUA A2 TOU TTAPAOVTOS EYYPAPOUN.

1.4.6 [pooPBaon o Epapuoyés (ERP, kAm.)

21ov Afuo Asitoupyouv did@opa TTANPOPOPIAKA CUCTANATA KAl EQAPUOYES TTOU EAEyXOVTAl OTTO
TNV appodia yia tnv uAotroinon AietBuvaon. O1 XprioTEG TWV CUCTNPATWY QUTWYV £X0UV KWOIKO
TPOORAcNG 0 OTT0I0G gival HOVAdIKOG KAl TIPOOWTTIKOG. ApPOdIOG yia Tn dlaxEipion Twv KWOIKWY
mpdoRacng, eival autdg TTou opideTal atrd TNV KABe AielBuvon wg dIaxeIPIOTAG TOU CUCTANATOG,
0 oTroiog Ba TTPETTEl va dlaTnPEl PNTPWO TWV XPNOTWV TTou €xouv TTpéafacn oTo ouoThua
KATaypa@ovTag Kal Ta SIKAIWpaTa TTou £Xouv (avayvwon f/kal yetaBoAn fi/kar dnuioupyia ry/kai

diaypaer) TAnpogopiwv), oo éviutro ENM.01.02 ‘Evrutro MNMpooBdoewv EpapuoyAg.
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1.5 Ailayeipion Twv KwOIKwWV

OAol oI KwOIKOi TTOU XPNOIKOTToIoUVTal YIa OTroladATTOTE TTPOCRacn atroteAolvTal aATrd
TOUAGXIOTOV 8 XOPAKTAPEG Ol OTTOIOI TTPETTEI UTTOXPEWTIKA va €ival ouvOuaouog YPAPUATWY,
apiBuwv Kal cupBoAwy. O1 KwdIKoi €ival TTPOCWTTIKOI dev TTPETTEI VA yVWAOTOTTOIOUVTAl ] VO
KOIVOTTOIOUVTal O€ Kapia Trepitrtwaorn. Ta nAekTpovikd pyéoa oTta otroia €xel Tpdofacn o KAbe
xpnoTng karaypdgovtai oto ‘Evrutro EMN.01. 01 «Evtutro Npoofdocwyv XpnoTwv» Pe eubuvn Tou
YmeuBuvou TllpooTtaciag Aedopévwv Kal 0 cuvepyaoia pe Tov YTeuBuvo Alaxeipiong

MAnpogoplakwy ZuoTnUaTwy Kal AIKTUWV.

O YmeuBuvog Alaxeipiong MNMANPo@opIakwy ZUcTNPATWY Kal AIKTUWY EVNUEPWVEI TOV XPAOTN OTI
0 KwOIKOG gival auaTnpd TTPOCWTTIKAG. IMNa Tn dlac@AAIcn Tou auaTned TTPOCWTTIKOU KWAIKOU 0
IT ppovrilel va gival evepyoTroinuévn n €TMAoyR yia aAAayr] KwdIKOU TTpIV atré TNV TTpwTn €icodo.
O kdBe xprioTng eEpel TNV €uBUVN yia TNV dIAQUAAEN TWV TTPOCWTTIKWY TOU KWOIKWY AOPAAEiag.
2 TTEPITITWON ATTWAEING KATTOI0U KWAIKOU /KAl O€ TTEPITITWOTN UTTOWIag UTTOKAOTTAG KWAIKOU, O
XPNoTNG evnuepwvel aueaa Tov YTreuBuvo Alaxeipiong MNMAnpo@opiakwy ZucTnPaTwy Kal AIKTOwvV
1 TOV apuddIO TOU OXETIKOU TTANPOQPOPIOKOU GUOTAUATOG O OTT0I0G apxIkoTtrolei Tn diadikaagia

€TMIAOYNG KWOIKOU, WOTE VA UTTOPEI O XPOTNG VA 0pioel VEO KWOIKO.

O Y1reuBuvog Alaxeipiong MNMAnpo@oplakwy ZucoTAPATWY Kal AIKTOWV TTPETTEI VA EVUEPWIVEI TOUG
XPNOTEG YIa TIG 0dnyieg TToU Ba TTPETTEI v AKOAOUBOUV £T01 WWOTE VA ATTOTPEWOUV TNV UTTOKAOTT

TWV KWOIKWV Toug. O1 0dnyieg auTég eival :
- Na un xpnaiuotroioUv eUkoAa mPoBAEWILOUS KWIKOUS (TT.X. OVOLATETTWVULA, NUEPOUNVIa
YEWNOEWS K.ATT.)

- Na diauoppwvouv Touc KwWAIKOUS WATE va TTEPIEXOUV auvOUATO aTTo ypduuara, ouuBoAa

Kai apiBuouc.

- Na arrouvnuovedouv Tou¢ KWOIKOUS KAl [NV TOUS KATAYPAQ@OUV O UépN TTOU UTTOPE va

UTTOKAQTTOUV (aTdEVTES, ONUEIWUATAPIA K.ATT.)
- Na aAA@louv ouyva Toug KwdIKoUg.

O avwtépw apxéG yia Tnv Olaxeipion Twv KwOIKWY 10XUoUV KAl OTnV TTEPITTITWON TWV

TTANPOPOPIOKWY CUCTNUATWY PE EUBUVN TOU apPOdIoU BIOXEIPIOTH) TOU ZUCTHHOTOG.
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1.6

2YNHMMENA ENTYTIA

e EI.01.01 Evrutro MNpooBdoewv XpnoTtwv

e EIN.01.02 'EvruTro MNMpooBacewv Egapuoyng

e EM.01.03 'Evrutro Aikaiwpdtwy MNpécoBacng XpnoTtn

1.7 APXEIA
XPONOZX
MNEPICPA®H MOP®H YMNEYOYNOZXZ THPHZHZ
THPHZHZ
‘EvTutio ATONIKN
KapTéAa ‘Evtutn /
] ; Em’ adpiotov Y1euBuvog IT
MpooBacewv HAeKTPOVIKN
EM.01.01
‘Evtutro
MpooBdocwv ‘Evrutn / Y1reuBuvog AloxeIpIoThG
ET adpioTov
Epappoynig HAekTpoVvIKA Egpappoynig
EM.01.02
‘Evrutto Aikaiwudtwy
‘Evrutn /
MpdéoBaong Xpnrotn Em adpioTov YmeuBuvog IT
HAeKTPOVIKN
EMN.01.03

2 TMoAimkA TnAgpyaoiag (vpn)

2.1 zKOMNnozx

2KOTTOG TG TTapouoag MoMITIKAG ACQAAsiag sival va TTeplypa®ei n peBodoAoyia diaclvdeong atmd

QTTOUAKPUOPEVOUG UTTOAOYIOTEG OTO €0WTEPIKO OIKTUO KAl OTA UTTOAOYIOTIKA OUOCTHUOTA TOU

Anfpou.
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2.2 MNEAIO EODAPMOIHZ

H trapouoa MoAimikh Ac@aAciag epapudleTal yia 6Aa Ta péoa TTou dUvavTal va oUvOEOVTal OTO

ETAIPIKOG BiKTUO, ATOI PopNTOi UTTOAOYICTEG (laptops), KivnTa TNAEQwva, tablets KATT.

2.3  YNEYOYNOZ E®APMOIHZ THZ MOAITIKHZ

= YNA

= T

2.4  XpAon ZuoKEuwv

AtrayopeUeTal N Xpron Jn €€0UciodoTNUEVWV/EYKEKPINEVWY QOPNTWV UTTOAOYICTWYV Kai/f] GAAwWV
ouokeuwv. H ouvdeon ptTopei va ekTeAEiTal POVO OTTO  E€YKEKPIYEVEG, ATTO TO TUAMA
IMANPOPOPIKAG, TUCKEUEG. META TNV £yKPION XProNG OTTOINCOATTOTE GUOKEUNG, OEV ETTITPETTETAI
va Yivouv TPOTTOTTOIRCEIG KA EYKATAOTACEIG VEWVY TTPOYPAUUATWY XWwpPig TNV TTponyouuevn ddeia
Tou IT. O1 €€0UCI0B0TNUEVEG GUOKEUEG PTTOPET VA EAEYXOVTAl avA TAKTA XPOVIKA SIACTAUATA aTTo

Tov IT.

2.4.1 PuBpiogig ouokeung

lMNa va ptropei va ouvOeBEi YIa CUOKEUN ATTOUAKPUOHEVA OTO £TAIPIKO OIKTUO WE TNV UAOTTOINCN
TNG TEXVOAOYIAG vpn, Ba TTPETTEI N CUOKEUN va eAeyXOei atTd TOV IT OTI KAAUTITEI OPICUEVA EAGXIOTO

KPITAPIO a0QAAEIag.

2.4.2 EAaxiota kpithpia ac@daieiag H'Y

Zav eAaXIoTa KPITHPIO AC0PAAEIag opiovTal TA TTAPAKATW:

A. Aeitoupyiké oloTnua:

Windows 10, ékdoan 1809 kai vedTtepn
Android ékdoon 6.0 (Marshmallow) ] iOS €kdoon 10.3.3 yia KIVNTEG CUOKEUEG
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B. loxupdg Kwdikdg log-in xpAoTn, o6mmwg mTpoBAémeTal atmd tnv lMoAITikr AtroppriTou

Kwdikwv Xpnotwy (Mapdptnua A1 TapdévTog).
. EykarteoTnuévo Tpdypauua antivirus

A. Evepyo firewall (u6vo yia UTTOAOYIOTEG)

2.4.3 PubBpioceigc aoc@alegiag vpn oclvdeong
OTrouU €ival eQIKTO N alvdean TTPETTEI va ao@aAileTal e TN xprion 1I81wTIKoU / dnudaiou KAEISI0U.

MNa tnv e€ac@AAion TNG ac@aAols ouvdeong Ba TIPETTEl va PUBMIOTEI N €miTEUEN TNG va

uAoTrolgiTal Ye TNV xprion eyyevoug acg@aioug TTpwTokOAAou (Mapadeyua IPSec).

Me tn xprRion tng VPN texvoAoyiag pe mpoowmikd €§oTAIOHO, 01 XpROoTES Ba TTpétrel va
KATOVOAOOUV OTI T HNXOVAMOTO TTOU XPNOIJOTIoIoUV yid TNV TIPAYMATOTIOINGN TNG
ouvdeong Toug, KabBioTavral TTPoEKTAOT TOU BIKTUOU Tou Afjou. ZuvETTia TOUTOU gival OTI
TPETTEI VA aKOAouBOoUV TIG TTOMITIKEG ao@aleiag Tou Afjou Kal O ISIWTIKOG £EOTTAIONOG

TOUG UTTOKEITAI OTOUG iB1oug Kavoveg Trou epappudfovTal yia Tov £§0TTAICU6 Tou Afjpou.

25 2YNHMMENA ENTYTIA

Oudév

3 MNoAimikA Npootaciag Hardware kol Aedopévwv
3.1 ZKOMo:x

2KOTTOG TNG TTapouoag MoAITIkAG Ao@AaAeiag sival va TTeplypdyel Ta yéoa Kal TiIg yeBddoug TTou
XpPnoiyoTroloUvTal yia Tn QUOIKR TTpooTadia Tou Hardware 1mou XpnoiyoTroigital armmd tov AAuo,
KaBwg eTTioNg Kal yia TNV TTpooTacia Twv dedoPEVWY TTOU Eival aTTOBNKEUPEVA OTA UTTOAOYIOTIKA

OUGCTRAUATO TOU.
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3.2 MEAIO EDAPMOIHZ

H 1Tapouca Mokl AcQAaAsiag epapudleTal o€ TTPOCWTTIKOUG 0TaBuoUG epyaaiag, o€ laptops

Kal servers 1810KTnoiag Tou AAuou.

3.3  YNEYOYNOZ E®APMOIHZ THZ MOAITIKHZ

= YNA

= T

3.4 MEPICPA®H
3.4.1 OQuoik TpooTacia Hardware

H mepiypa@duevn TOAITIKA QUOIKAG TrpooTaciag Tou Hardware teplAapBavel PéTpa TTOU
S100@aAiCouv TN AEITOUPYIKOTNTA TOU GUCTAUATOG OTIG KATWOI TTEPITITWOEIG:

e AigkUpavon / TTTWon NAEKTPIKOU peUPATOG

e 2UuvBnkeg Aeitoupyiag (Beppokpacia kal uypaoia)

o [lupkayid

o BA4&Bn ot empépoug Hardware component (1rx 8i0KoG, pvhun, KapTa)

o ArmrwAcia dedopévwy attd Aoyikn dlaypa@r) Toug (EOKEPUEVN 1 aTTd auEAEI)

3.4.2 Datacenters

Ta guoTAuaTa TTou gival eykateaTnuéva ae Datacenters eEwTePIKWY ouvepyaTwy Tou Afuou, Ba
TTPETTEI VO KAAUTTTOVTAI ATTO UTTOYEYPAUMEVN ATTO TO GUVEPYATN GUPBAGCN.

210 TTAQiola Twv cupuBAcewy, o1 EEWTEPIKOI CuvEPYATES Ba TTPETTEI VO avaAauBAavouy:

e Tnv mapoyxn adIGAeITTTou TTapPOxXNG NAEKTPIKAG TAong pe Xprion UPS kai yevvATpiag

€TTapKoUg popTiou.
e Tn diatpnon 1Idavikwyv ocuvBnkwv BepPOKPaTiag Kal uypaciog.
e Tnv TTapOXN €TTAPKOUG TTUPOTTPOCTACIAG.

o Tnv eAeyxduevn TpdoRacn
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e Tnv evnuépwaon yia Tn QUOIKA B€on TwV EUTTNPETNTWV

O ARuog diatnpei evnUEPWHEVO apxeio Je AioTa OAWV TWV EEWTEPIKWV TUVEPYATWY TOU TO OTTOI0
Ba mpémel va TrepIAAUPBAvEl KaT €AAXIOTO TNV ETTWVUMIa TOU OUuvePYATn, TTPOCWTTO Kal

TTANPOPOPIES ETTIKOIVWVIAG.

ZHMEIQZH: OAgg ol Tapamrdvw aTTaITAOEIS 00 TTPETTEl va ATTOTUTTWVOVTAI KOl OTn

oUupBaon Je Tov ouvePYATn

3.4.3 Computer Room

lNa TN QuoIKA TTpooTacia Tou Hardware atmd atrdToueS SIAKUPAVOEIG TOU NAEKTPIKOU PEUUATOG,

xpnoigotroiouvtal UPS T1a omoia KaAUTITouv OAEG TIG KPIOIUEG OUOKEUEG BIKTUOU Kal TOUG
€EUTTNPETNTEG.
Ta UPS ptmopoUv va KaAUyouv TIG avAyKES TWV TTPOavaQepBEVTWY OToIxEIwY yia 20 AeTTTA.

Méoa aTo didoTnua autd Kal edv dev ATTOKATACTABEI N TTAPOXT) NAEKTPIKOU PEUPATOG, €iTE JEoW
TOU TTApOXOU E€iTE PEOW YEVWNTPIWY EQEOPIKAG TTapoxnig, o IT Ba mpémmel va PydAel ekTOg
AgIToupyiag Ta UTTOAOYIOTIKG GUCTAPOTA YIO TRV ATTOQUYH OTTWAEIAG dedOPEVWY AOYW aoToxiag

UAIKoU.

Evepyeital €T010G EAEYXOG TWV CUTKEUWYV EAEyXOU TTPOCRACNG, TTpooTadiag TTEPIBAAAOVTOG Kal
TWV oUCTANATWY TTPOANYNG Kal KaTdoReong TTupkayiwy, ato Tov Yreubuvo Ac@aAeiag Ktnpiou,

TTOU £€a0G@AAICOUV TNV KAVOVIKN AEITOUPYia TOU computer room Kal TwV GUCTNUATWY TOU.

TEANOG, TTPAYUOTOTIOIEITAI TOKTIKI) CUVTAPNON TWV €EUTINPETNTWYV KAl TWV CUCKEUWYV OIKTUOU
oUPQWVA PE TIG 0BNYIEG TOU KATAOKEUAOTH. ZTA TTAQICIO TNG TOKTIKAG OUVTAPNONG Ba ekTeAEiTal

KAl KOBapPIoPOG YE TTETTIEOPEVO AEPQ.

3.4.4 Ai6pBwon/emokeun BAaBwv

21NV TTEPITITWON TToU TTapouaiacTei BAGRN ot e€aptnua €EOTTAICUOU yia TO OTIOI0 UTTAPXEI
€QEOPIKO, N AVTIKATACTACT TOU TTPOBANUATIKOU e€apTANATOG YiveTal €iTe ev Aeitoupyia (Hot Swap,
av autd emTPETETAl OTTO TO OUCTNUA) €iTe agol TO oUoTnua TeBei eKTOG AgiIToupyiag o€

TTPOKABOPICUEVO XPOoVIKG dIdoTnuA.
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2 ¢ KABe TTEPITITWAN, N AVTIKATAGTOGCN YiVETAI €iTE ATTO TIPOCWTTIKO TNG AleUBuvang MNAnpo@opIKAg
Tou AApou, €iTe a1Td TTPOCWTTIKO TOU KATOOKEUOOTH, OTTWOONTIOTE Of WE AVTOAAAKTIKO TNng

KATOOKEUAOTPIOG ETAIPEING.

21NV TIEPITITWON TToU éva ouoTnua TeBei eKTOC AeIToupyiag Xwpic va uttdpyxel duvarétnta
aTroTPOTING TNG BAARNG, ME pépiuva Tou IT egeTddeTal KaTd TTOOOV AUTO UTTOPET VA ETTIOKEUAOTET
pe idla péoa. Epooov autd civar duvatd, n BAGPRN atrokabioTaTtal OTO CUVTOUOTEPO XPOVIKO
didotnua. Egedéoov autd dev gival duvaTtd, KaAEiTal N KATAOKEUAOTPIO ETAIPEIQ va TTPOREi oTnv
emokeur Tou. O xpdvog atmmokpiong TNG KATOOKEUAOTPIOG ETAIPEIAG, VIO OUOKEUEG €VTOC TOU
XPOVoU gyyunong, dev UTTopEi va gival HeyaAUTeEPOG TNG MIAG pyAaiung nuépag (next business
day). O Trapamdvw XPOVIKOG TIEPIOPIOUOG ETTEURACNG TOU KATOOKEUAOTA, TIPETTEL va

QTTOTUTTWVETAI KAl 0Ta oUPBOAaia TTpouRBeiag Kai/fp cuvTripnong Tou e€0TTAICHOU.

OAa 10 cuoTAuaTa TTou gival eykateoTnuéva oe Datacenters Ba TpéTmel va KOAUTITOVTAI ATTd TN

>uuBaon Mapoxng YTNpeoiwy Pe Tov eEWTEPIKO OUVEPYATN.

3.5 [MpooTtacia dedopévwyv

lNa Tnv TTpooTacia Twy dedopévwy TToU BpioKovTal ATTOONKEUPEVA OTA UTTOAOYIOTIKA CUCTHUATO
Tou ARuou (servers Kal TTPOCWTTIKOUG OTaBPOUG epyaciag) yxpnolyotrolouvtal Ta akdAouba

METPQ:

3.5.1 Ascdopéva o€ Servers

Ta p€Tpa TTPOOTACIAG TWV OEDOPEVWIV TWV EEUTTNEETNTWY €ival T akéAouba:

Kputrroypdonon Twv Bdocwv O£d0UEVWV TwV €EUTTNPETNTWY (OTTOU KpiveTal okOTUo, BAoel

OIEVEPYEIAG EKTIMNONG ETTIKIVOUVOTNTOG KAI €ival EQPIKTO).
Eykatéotaon Firewall.

‘EAeyxog mpdéoBacng Omwg meplypdeeral oto MNapdptnua A1, MoAimik MNpoofdoewv Kai

ATttopprTou Kwdikwv.

TrApnon avtiypdowv ao@aleiag 0TTwg meplypdeeral oto MNMapdptnua A8, MoAiTik Aviiypdowv
Ao@aAciag.

Eykardotaon kai Asiroupyia antivirus & antispam: O IT gival apuodiog yia TNV eykartaoTaon

AoyiopIKoU antivirus kal antispam oToug servers. H evnuépwon Twv €@apuoywy antivirus kai
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antispam 8a yiveTal autépaTa TOUAAXIOTOV O€ NUEPAOIA BACn, evw) Ba TTPETTEl va eKTEAEITAI Kal

TTEPIODIKOG EAEYXOG TNG EVNUEPWONG Tou antivirus.

3.6 Mpootacia & AtroTpoTrn lwv

1.

3.6.1

OMlol o1 otaBpoi epyaciag (Workstations kai laptops) €xouv eykateoTnuévo TO
Kaspersky Antivirus.

Me kaBe eykatdoTaon véou oTaBuoU epyaaiag yivetal eykatdotaon Tou Kaspersky X
Antivirus kai AayBavovtal Ta TeAeutaia Definition Updates.

Méow Remote Administration €ival puBuiouévo va yivetalr Quick Scan k&Be 7 nuépeg
0ToUG OTaBPOUC epyaaiag Kal KaBe 24 wpeg OTOUG OIOKOUIOTEG.

AkoOpa, 60eg BUpeg TTpoOcPacng e OiKTuo Oev XpNOIYOTTOIoUVTal ATTO KATTOIOV
UTTOAOYIOTA €ival aTrevePyOoTTOINUEVEG OTOUG OlaUETAYWYEIG (Switch) €101 woTe va
amo@euxBei n otroiadnmoTte MOavotnTa va  ouvdebei  KATTOI0G  POAUCPEVOG

UTTOAOYIOTAG XWPIG va £XEI YiVEl EAEYXOG.

EykardoTtaon kai Aseitoupyia Firewall

H Aerroupyia Tou firewall e€aopaliCeTal atrd TNV uttnpeoia «XYZEY=1X». Edv amaiteital n xprion

€IBIKAG TTOPTAG ATTO KATTOIO €QAPUOYN ATTOOTEAAETAI aiTnua pe e-mail, Tpog Tnv uTnpeoia

«ZYZEYZIZ», WOTe va evepyoTToINOEl TN OXETIKA puBion. MapdAAnAa evnuepwveTal Kal TO

apxeio kavévwy firewall, TTou diatnpeital ammé 1o 'pageio NAnpo@opikAg Tou AAuou.

2¢ emimedo ouokeuwv xpnolpotroieital To Cisco Umbrella (Cloud Enterprise Network Security)

3.7 g Desktop PC’s & Laptops

3.7.1

Firewall

>1a Desktops kai Laptops éxel evepyotroinBei To firewall Tou AsitoupyikoU cuoTiipartog (Microsoft

firewall).

3.7.2

Eykardotaon kai AsiToupyia antivirus & antispam

O IT gival appddIog yia TNV yKaTaaTaan AoyIouIKoU antivirus Kai antispam oToug gopnToUg Kal

TOUG TTPOCWTTIKOUG OTABUOUG Epyaadiag Tou TTPpoowTTikoU. H evnuépwon Twv virus definitions 6a
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yiveTal autoépaTta o€ nuepnola Baon, evw o IT gival apuddiog yia Tov TTEPIODIKO EAEYXO TNG

evnuépwaong Tou antivirus.

>T10ug aTabepoug atabuoug epyaciag (PC), £xel eykataoTtabei To Kaspersky Antivirus, 1o oTToio

EVNUEPWVETAI QUTOUATA aTTO TO Site Tou TTpounBeuTH.

3.7.3 KaBopioudg Sikaiwpdtwy Tpécpaong

e KGBe 0TOBEPO Kal @opnTd nAEKTPOVIKO UTTOAOYIOTH KaBopifovtal SIKAIWPATA KwOIKOI
mpdoRacng oTov uTtoAoyioTh, TTpdoRacng oTo diKTuo Kal TTpéoRacng OTIC £papuoyéS. Ta
OXETIKA PE Ta SIKalwpaTa TTpdaacng eplypdgovtal ato Mapdptnua A1. (MoAimikA MpooBdacewv

kal ATropprtou Kwdikwv Xpnotwy — I1.01).

3.8 Kputmrtoypdenon

Ta dedopéva Twv laptops kal Katd TePITTWon Twv desktops, KPUTTTOYpa@oUVTal JE TN XPHon TNG
epappoyng bitlocker Tou AeitoupyikoU cuoTrpaTog windows. ZTnv TTEPITITWGON XPAoNG GAAWV
A&IToupyIKwv TToU Oev dlaBéTouv e@apuoyr Kputrtoypdenong Ba TpETTel va XpnoiuoTToindei

€10IKG AOYIOHIKO.

21NV I0Too€Nida Tou Afjuou Ba TTPETTEl va YiveTal XpAon Tou TTpwTokOAAou Secure Socket Layer
(SSL) ka1 1d1aiTepa o€ oeAideg TTOU aTTAITOUV T XPAON CUVONUATIKWY YIa TV TTICTOTTOINCN TOU
ekdoTote XpAoTn TTou emBupei TTpodofacn. Etriong atmaiteital n xprijon SSL o€ oelideg TToU
0100£ToUV TTEDiIO OTTOU O XPHOTNG TTPETTEl va €10ayel dedopéva, OTTWG yia TTapddelyua o€ pia

QOpUa ETTIKOIVWVIAG.

Mep1oadTEPEG AETITOPEPEIEG OXETIKA [E TIG HOPPES KPUTITOYPAPNONG Yia Tov ARUO, TTapabETovTal

otnv MoAimikn Xpriong Kputrroypagikwv AAyopiBuwv (11.08).

3.9 2uvnuuéva Evruma

OYAEN
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4 MNoAimikn XpRong Apaipoupevwyv Méocwv

4.1 ZKOMNOZ

2KOTTOG TnNG TTapoucag MNoAimikAg Ao@dAciag ival va Treplypa®ei n pebodoAoyia diaxeipiong Twv
QopnTWV PEowv TTou TTeEEpYAdovTal, atroBnkeuouv i duvavTtal va £€xouv TTpdofacn o€ dedouéva

TTOU €ival aTroBnKeuPéva oTa UTTOAOYIOTIKA CUCTAMATA Tou Arfjjou.

4.2 NEAIO EPAPMOIHZ

H tapouca [MoATik Ac@dAciag spapuoletal oe OAa Ta @opnTd uéca TTou duvavtal va
emegepyadovral [/ diaxeipiovrar / amobnkelouv TTAnpogopiakd Oedopéva, rfTol POopPNTOI
uttoAoy1oTéG (laptops), kivntd TNAéQwva Kal agaipoUpevol diokol Kal Héoa (EwTePIKOi BioKol,
CDs, DVDs, USB flash disks kAT).

4.3 YNEYOYNOZ EQAPMOIHZ THZ MNOAITIKHZ

= YNA
= T
= YTrdAAnAol

4.4 TNEPIFPA®H

4.4.1 XpnRon Laptops

AtrayopeuleTal N xprion un €§ouaiodoTnuévwy / EYKEKPINEVWV QOpNTWY UTToAoyIoTwY. H XpAon
TWV €Qapuoywv Yiveralr gyévo ammod 1a egouoiodotnuéva Desktops A Laptops 1dloktnaiag Tou

AApou 1§ atrd QopPNTEG CUOKEUEG TTOU UTTOKEIVTAI 0 KaBeoTwg BYOD.

4.4.2 XpRon Kivnitwv ThAspwvwyv

Katd 1n xpAon Twv KIivNTwy TNAEPWVWY a1Té TO TTPOCWTTIKG TNPOUVTal O aKOAOUBOI KaVOVEG

aoQaAciag:
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o EmMTPETTETON YEVIKA N XPAON KIVATWV TNAEQWVWYV YIO QWVNTIKEG KAACEIG Kal ypaTtrTd
gnvogata amdé 1o TIPOOWTTIKG  HE  TETOIOV TPOTTO TTou  va  dla@uAdooel TNV
EUTTIOTEUTIKOTNTA TWV TTANPOPOPIGKWY OEOOPEVWIV.

o Aev emTpéTTovTal 01 BIVTIEOKAATEIG KAl N €V YEVEI N XPrON TNG KAUEPOS KAl TNG AEIToupyiag

nxoypdenong ae 6oa KivnTa TNAEPWVA SIGBETOUV Ta AVWTEPW XOPAKTNPIOTIKA.

4.4.3 XpARon Agaipoupevwyv Aiokwv kal péocwv (e§wrepikoi diokol, CDs, DVDs, USB
flash disks kA1)

Emtpémetal 010 TTPOCWTTIKG N eyypa®h POvVo TTANPOPOPIaKWY OedOUEVWV TTOU OEV €XOUV
XOPOKTNPIOOE oav ePTTIOTEUTIKA ] ammoppnTa, o€ eEWTEPIKOUG BIOKOUG 1 atmoBnKeUTIKA pEoa
OTTOI0GOATTOTE HOPPAG KAl N HETAPOPA TOU POopPNTOU PHEGOU ATTOBNAKEUONG EKTOG TWV XWPWV TOU
ARjuou.

Aev emTPETIETAI OTO TIPOOWTTIKO N €yypa®r TTANPOQPOPIaKWY OeOOPEVWV  TTOU  €XOUV
XOPOKTNPIOOEi oav gUTMIOTEUTIKA (QTTAd TTPOCoWTTIKA dedopéva) oe €EwTEPIKOUG BIOKOUG N
ATTOONKEUTIKA PECA OTTOINCBNTIOTE HOPPNG KAl N JETAPOPA TOU popnToU PNECOU aTTOBNKEUONG

EKTOG TWV XWpwV Tou AAPoU Xwpig egouaioddtnon / adeia atrd Tov AieuBuvtr Tng AieiBuvong.

H povn petagopd TTANPO@OPIOKWY OeOONEVWY  TTOU ETITPETTETAI €ival, €Av  aTTaITETAI

atroBnikeuan Tou Backup o€ eEwTePIKO XWpPO.

‘Eyypog@a TTOU €XOUV XapokTnplioBei w¢ amdppnra (guaiocBnta TTPoowWTTIKA Sedopéva)
amrayopeUETAl VA PETAQPEPOOUV e @opnTd aTTOBNKEUTIKO pECO €dv autd Oev  Eival

KPUTITOYPOPNMEVO.

5 MNoAimki Ac@aAgiag AIKTUOU Kal ZUCTNHATWY

5.1 ZKOMNoz

>koTr6g TnG TTapouoag MoAImikAg ACQAAEIOG gival n TTEPIYPAPT TWV TEXVIKWY TTOU akoAouBouvTal

yia TNV ac@dAeia Tou AIKTUOU Kail Twv ZuoTnudtwy Tou Afjou.
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5.2 MEAIO EDAPMOIHZ

H trapouca lMoAiTikp Ac@dAeiag epapudletal o€ 6Aa o€ OAA T CUCTAPOTA Kal Ta diKTUa TTOU

XPNOIUOTTOIOUVTAl KATA TIG AEITOUPYiEG TOU ARjuou.

H TtotToAOYia Tou SIKTUOU KaI TWV CUCTANATWY ATTEIKOVICETAI TTAPAKATW:

AMAOYZTEYMENO AIATPAMMA AIKTYOY
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5.3 YMNEYOYNOZ EQAPMOIHZ THZ NMOAITIKHZ

»  YmeuBuvog MNMpooTtaciag Aedopévwv

= T

5.4 TMEPIFPA®H
5.4.1 Aoc@dAcia Mepipérpou

2KOTTOG TNG TTONITIKNG AOQAAEIOg TTEPIYETPOU gival va dlatnPACEl £va IKAVOTTOINTIKG ETTITTEDO
ao@dAeiag, 1I01aiTeEpa 6oov agopd TNV TpocRacn atrd Kail Tpog To Internet. H TTOAITIKI) ao@AAgiag
TTEPIETPOU OPICEl TOUG PNXAVIOHOUG (0€ UAIKO Kal AOYIGHIKO) TTOU XPNOIUOTTOIOUVTal YIa TO OKOTTO
QuUTO KaBWG Kal Toug TPOTTOUG SIOUOPPWAONG Kal avavEéwaong autwy. TEToIol JNXaviouoi gival Ta
ouotiuata Firewall kal n katéTtunon Tou OIKTUOU O XwpPIoTd Aoyikd dikTua, oTa OTToia

emTPETTETAI N BIAKIVNON OpIGPEVOU €idOUG TTANPOPOPIaG Kal POVO.

H d1a8e01udTNTO KAI N TTPOCTACIO TOU TTANPOQPOPIOKOU CUCTAUATOG Tou ARuou eEac@alifeTal g€

dUo etiTreda:

A. Z¢ eired0 AOYIOUIKOU EQAPUOYWY WE TN XPron Tou evowpatwuévou firewall Twv Windows
B. X¢ emiredo petagopdg pe Tn xprion Tou firewall Tng utnpeoiag «ZYZEY=1%».

. Ze emitredo EEutTnpeTnT WE TN xprion Tou Kaspersky Firewall.

A. ¢ emitredo Zuokeuwv e 1o Cisco Umbrella (Cloud Enterprise Network Security)

MpdéoBacn ato diadikTuo £xouv OAa Ta cuaTAuATa Tou Afuou, Je KatelBuvaon Tng Kivnong atrd
TO €0WTEPIKO dikTUO TTPOg Ta £Ew. H TTpdoPacn yiveralr pye xpAon tou TTPwTokOAAou NAT
(Network Address Translation) woTe 6Aa Ta TTakéTa dedouévwy TTou diEpxovTal atod To firewall

va g¢épxovTal he Tnv public IP address auTou kai va pn yivetal yvwaoTh n dielBuvaon Tou server.

H diapdpewaon kal avavéwon Twv firewalls akoAouBei TiGg 81EBVWG ATTOSEKTEG TTPAKTIKES, OTTWG Ol

TTOPAKATW:

1. H diaudpewan twy firewall dev eTPETTEI TNV EI0EPXOMEVN Kivnon O€ KavEva TTAKETO KAl

oUvOEaN €KTOG €AV O TUTTOG TNG Kivnong Kal TNG oUvOEaNG £XEl pPNTWG ETTITPATTEI.

2. O1kavoéveg Tou firewall kaBopiCovtal atrd TNV TTONITIKA ao@AaAgiag dIKTUOU.
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3. Emmpétretal n €icodog amd 10 d1adikTuo TTPOG TO E0WTEPIKO BIKTUO POVO EKEIVWV TWV
OIKTUOKWY OUVOdWYV, Ol OTTOIEG €XOUV IOXUPH TAUTOTTOINON Kal KPUTTToypd®non Kai

agopouyv Tnv dlaxeipion Twv UTTNPECIWY Tou Afuou.
4. To Firewall Tou Data Center eAéyxeTal Kal TTAOPAKOAOUBEITAI CUVEXWG.

5. O YmeuBuvog AcgpdaAeiag MNMAnpo@opiwy TnNEEi ypaTtrTA TeEKunpiwon TG dIaNOpPwWaong Kal
Aeiroupyiag Twv firewalls, didypaupa Tou SIKTUOU Kail Twv dieubuvoewy IP, kaBwg Kal Twv
UTTNPECIWY Kal Twv TUTTWV Kivnong 1mou e§ouaiodoTolvtal va diatpégouv Ta firewalls.
ETtriong oToixeia mou agopoulv TIG UTTNPECIEC Kal TOuG oTaBuoUg epyaaiag, ol oTToiol
€€ouaiodoTolvTal va ETTIKOIVWVOUV Yia AGYOUG TTOPAUETPOTIOINONG ME TNV OUCKEUR

Firewall.

5.4.2 TMoAITIKR ao@AAEING CUCTNHATWY

OA\eg o1 TpounBeieg cuoTnudTwy Baacifovral ae TTPodiaypagEg, ol 0TToieg AapBavouv utTdyn Kal
Ta ¢nTApata aoc@dAciag. O1 Tpodiaypa@ég ac@aAciag eAEyyxovtal atrd Tov YTTeuBuvo AGQAAgiag,
KaBwg kai atrd Tn d1evbuvan Tou Ba avaAdBel Tn dlaxeipion Twv CUCTNPATWY ETTEITA ATTO TV

EYKATAOTOCH TOUG.

OAa ta cuoTAPaTa EAEyXOVTaAl KAl TIBEVTAI O€ BOKIJAOTIKA AgIToupyia TTpIv TEBOUV O€ TTapaywyIKN
Aermoupyia. OAa Ta cuoTApaTta, aveEapTTwG PeyEBoUG Kal TTOAUTTAOKOTNTAG, TTOU avaTTTUcooVvTal
atrd oTeAéxn Tou ARUOU EVOWPOTWVOUV ETTOPKEIG PNXAVIOPOUG ac@aAeiag. Idiaitepn TTpocoxh
atrodideTal aTnv aubevTtikotroinan (authentication) kai Tov éAeyxo TTpoécRacng Twv xpnoTtwv. MNa
TIG EQAPUOYEG TTOU avaTtrTiooovTal ammd Tov ARUo atmmapaitnTn €ival Kai n Utrapén TeKunpiwong
NG epapuoyng (Technical Manual).

OAoug Toug servers TTOU XPNOIYOTIOIEI O AUOG TTPETTEI VA TOUG XEIPICeTal Ia, IKAvH opdda A
dtopo (eowTePIKN 1 €§WTEPIKA) N oTToia Ba eival utTrelBuvN yia T dlaxeipion Toug. K&Be oudda n
dropo Ba TpéTTel va dnpIoupynRael odnyieg pubpioewy, TIG OTToieg Ba TTPETTEI VA CUVTNPED Kal va
avapadpilel. Autég ol odnyieg Ba TTpETTel va BacifovTal OTIG ETTIXEIPNOIOKES AVAYKEG TOU Arjuou

Kal va eykpiBouv atrd Tov Ao TTou €xel oXeBIATEl TIG TTOMTIKEG AOQAAELIAG.
Ta eAdxioTa oToIXEia Ta oTToia TTPETTEI Va dlaTnpouvTal gival:

e H tommoBeaia Tou server

e O TUTTOG TOU UAIKOU

e H ¢ékdoan Tou A&ITOUPYIKOU GUCTAPATOG

o  O1 KUpIeG AsiToupyieg TTOU eEUTTNPETET

38




g FENIKH MOAITIKH AZ®AAEIAZ "ExSoaon 1" - nuepopnvia

AHMOZ BOAQY

o OI EQapUOYEG TTOU TPEXEI
e XTOIXEIO ETTOQPNG YE TOV UTTEUBUVO Yia TOV server
o Kpiouétnta Adyw atrobrikeuong / eregepyaciag 0edouévwv

O1 rapatrdvw TTAnpogopieg Ba TTPETTEl va evnuepwvovTal o€ KaBe aAAayr) Toug. O1 aAAayég Twv
pubuicewv Twv servers Ba TPETTel va yivovTal pe Baon TG avdAoyeg d1adIKagieg TTou £Xouv
oploTei. OAa Ta TTaPATTAVW CTOIXEIO TTPETTEI VA ATTOTUTTWYVOVTAl aTo €viutio ENM.05.1 — MnTpwo

2UOKEUWV.

5.4.3 MNapakoAoUBnon (Monitoring) kai "‘EAgyxog
OAa T1a yeyovléTta Tou OXeTiCovTal PE TNV AC@AAEIO €uaicONTWY CUCTNUATWY TIPETTE VA
KOATaypAaQovTal KAl va EAEYXOVTAl CUUPWVA JE TA TTAPAKATW.

e OAa 1a security logs Twv cuGTNPATWY KAl TWV £QAPUOYWY, TTAPANEVOUV BIABETIUG OTO
OikTUO yIa TouAaxioTov €va £€1og. (AIATHPOYNTAITIA 1 ETOZ)

o T TNV Tekunpiwon Twv apxeiwv karaypa@wv Ba diatnpeital 10 £VIUTIO

El.05.02 — Aiota Apyeiwv Kataypaguwyv
o Huepnoia (TrpooBeTikd) backups Ba Tpétrel va AapdvovTal yia TOUAGXIOTOV éva priva.

e Ta backups Tou kGBe pfiva Ba TTpETTel va diarnpouvTal yia €va £1og. .(AIATHPEITAITIA
1 ETOZ)

o [eyovOTa TTOU OXETICOVTAI JE TNV AOPAAEIN TWV CUCTNPATWY Ba TTPETTEl va ava@EépovTal
OTOUG UTTEUBUVOUG KI £TTEITA va €EeTAdOVTAl. 2TNV OUVEXEIQ Ba TTPETTEl va OpIoTOUV

Ol10pBwTIKG PETPA.

MepIkd XapaKTnPIOTIKE yeyovoTa TTOU OXETICOVTAI PUE TV do@AAEIa gival:

D3

» Port Scanning

RS

% 2ZTOIXEIO Un €YKEKPIPEVNG TTPOORaAcNS 1ID1IAITEPA O€ BIAXEIPIOTIKOUG AoyapIaouous, aAAG

KAl Aoyaplaououg XpnoTwyv

o%

% AoguviBiota TrepioTaTik@ TTou Ogv  TTpoépxovTal amd Tn ouvABn xpron KAamoiag

OUYKEKPIPEVNG EQAPPOYNAG TOU GUCTANATOG

D3

> YTTEPUETPN XPrion Twv TTOPWYV Tou BIKTUOU

2€ TaKTA xpovikd dlaoTAuaTa Ba TTPETTEI va dlIEVEPYOUVTAIl EAEYXOI OTA PNXavAPaTa Tou Aruou.

Ta ammoteAéopaTa Ba TTPETTEI va JEAETWVTAI KAI OTN CUVEXEID va TTapEXovTal AUoelG. KaBe duvarr)
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TPOCTIABEIa TTPETTEN VA KATABAAAETAI WOTE KATA TNV OIAPKEIA TWV EAEYXWY VA UNV €UTTOdICETAI N

OMaARA Aeiroupyia Tou Afuou.

5.4.4 Xprion VPN — Remote Access

Eivar euBivn twv ummaAAAAwyv pe Ta dikaiwparta xprRong Tou VPN va ggao@alioouv 611 o1 un

ecouaiodoTnuévol xprioTeg dev Ba atmokTcouv TTpOaBacn oTo dikTuo Tou Aruou

» H xpAon tou VPN mrpétrel va eAéyxetal pe tn xprion S1a@opeTikou KwdikoU TTpéafaang

545

yla KGBe XpnoTn f YE To oUaTnua dnuoaiou/1IdIWTIKOU KAEIBIOU e pia Ioxupn passphrase.

Otav uttdpxel evepyr ouvdeon aTto dikTuo Tou ARuou, Ba e€avaykdoel 6An TNV Kivnon
TTPOG Kal aTTé ToV UTToAOYIOTH Héow TnNG auvdeang VPN. 'ETol 6An n uttdAoitn Kivnon 6a

OTANOTACEL.

OMol o1 UTTOAOYIOTEG 01 0TTOI0I GUVOEOVTAI OTO ECWTEPIKO dikTUO TOu Afjpou péow VPN,

Ba TTPETTEl va XPNOIPOTTOIOUV EVUEPWHEVO antivirus AOYIOUIKO.

O1 xpnoteg VPN Ba amroouvdéovtal autépara oo 1o &iktuo Tou Arpou PeETa atmod
OekaTTEVTE AETITA N evepyoug dpdaong. O xpriotng Ba Trpétrel va {avaouvdebei oTo

OiKTUO.

O1 xprioTeg o1 oTT0i0l XPNOIPOTTOIOUV £COTTAIONO TTOU dev aviikel oTov AApo, Ba TTPETTEl
va KAvVouv TIG KATAAANAEG puBpicelg WOoTe va CUPPOPPWOOUV Ta PNXAVAPATA TTOU
TPOKEITAI va XpnoiyoTroifjoouv pe To VPN dikTuo Tou Arjpou kai Tnv Motk Ac@aleiag

TOoU OIKTUOU TOU.

Me tn xprion NG VPN TexvoAoyiag pe TTpooWwTTIKO £EOTTAICUO, o1 XprioTeg Ba TTpETTEl va
KOATAvoroouv OTI TO UNXAVAUOTA TOUG €ival n TTPOEKTACT TOU OIKTUOU, KAl UTTOKEIVTAI

OTOUG idI0UG KAVOVEG KaI KAVOVIGHOUG TTOU £@apuoéfovTal Kai oTov eE0TTAIGUO Tou Arjuou.

MoAiTikn ao@dAsiag fileserver

H mmpoéoBaon emituyxdveral péow Tou Active Directory.

H mpdoBaon yivetal péow Kwdikou TPdoBacng, Kal 0 KABe XpAOTNG E€XEl CUYKEKPIPEVO

dikaiwpata TpodoBaong.
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5.4.6 Evnuépwon AoyiouikoU

O Ymeubuvog AlaxelpiIoTAG ZuoThPaToG agloAoyei KABe véa €kdoon Tou AoyIOHIKOU Twv
OUCTNUATWY TTOU aQopoUV TIG UTTNPECIEG Kal aTToPacidel €AV €ival avaykaia n avavéwaor Tou.
OAeg o1 TpoTeIvVOUEVEG OTTO TOV KOTAOKEUOOTH TPOTTOTIOINCEIG (patches), avaykaieg yia tnv

a0@AAEIQ TOU GUOTAUATOG UAOTTOIOUVTAI TO GUVTOPOTEPO duVaTO.

5.5 EMIBOAH MNMOAITIKHZ

2¢ TePITTTWaon O1aTTiIoTWOoNG TTapaRiaong KATToIAG aTrd TIG UTTOXPEWOEIG TWV XPNOTWY, 0 ARUOG
£xel OIKaiwpa, OTav KPiveTal amapaitnto, akoun Kal Xwpeig mpoeidotroinon Adyw dIaxeIpIOTIKWV
avaykwy, va avaaoTeilel TN auvdeon Tou xproTtn ato dikTuo dedouévwy ) TN TTPOoRACn Tou o€

OUYKEKPIMEVES UTTNPETIEG KAl va TTPOREl o€ eVEPYEIES yIa TNV Apon TOU ATTOPPATOU.

5.6 ZYNHMMENA ENTYNA

o Oudév
6. APXEIA
XPONOZ YNEYOYNOZ
MNEPIrPA®H MOP®H
THPHZHZ THPHZHZ
Tomrohoyia AikTUou | HAekTpoOvIKA Em’ adpioTto IT
NioTa Kavovwy
) HAekTpOVIKN Em’ adpioTo IT
Firewall
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6 TMoAimkA Avtiypdapwv Aco@aAcgiag
6.1 ZKOIMNOx

2KOTTOG TNG TTapoUoag TTONITIKAG €ival N TTEPIYPAPH TWV ATTAPAITATWY EVEPYEIWV YIA TN Afjyn, ToV
ENEyXO Kal TNV avaktnon aviiypdewyv ac@oAgiag kdBe TUTTOU OedOpévov TTou  Xpridouv

onuioupyiag avtiypdewv ac@aAgiag Tou Arjuou.

6.2 TMEAIO EDAPMOIHZ

H Ttapoloa TOAMIKA €@apudletal poévo oTa KEVIPIKA OUCTAPATG Tou ARuou (KEVTPIKOI
€EUTTNPETNTEG KAl BIKTUAKEG OUOKEUEG). Agv eQapuoleTal TTONITIKY avTiypd@wy aoQOAEiag yia

TOUG OTABUOUG pyaaiag Twv UTTAAAAAWV.

6.3 YNEYOYNOZ E®OAPMOIHZ THZ MOAITIKHZ

= YMNA

= T

6.4 Anuioupyia Avtiypdewv Ac@alciag ZuoTnUdTwy

Me okotréd Tnv €€aa@dAion Twv Oedouévwyv o€ poper backup utrdpyouv dUo onueia TTOU

diarnpouvTal avTiypa@a ac@aAgiag, EVIOG Kal EKTOG TwWV EYKATAOTACEWY Tou ARuou.

A. Ztov AAuo umrdpxouv 2 QNAP Storage, xwpentikotntag 14TB, ta otmoia Asiroupyouv

avegapTnTa, Kai gival ouvdedepévo oto Storage LAN Tou SiKTUOU.
(EXOYME 2 QNAP STORAGE XQPHT. 14TB ,14TB)

Mo ka&Be server Tpéxel éva backup job kai ekTeAeital pia @opd Tnv €Bdopdda, evalAdg ot

OI0POPETIKO BiOKO PE TTPOOTACIa KPUTITOYPAPNONG Twv dedopévwv AES256.
Me auté Tov TpdTTO dnuioupyeite €va full image backup 6Awv Twv server Tou Afjuou:
e Domain Controller

e File server
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e SQL servers

B. EkTO0¢ dopwv ARuou dev diatnpeital avTiypa@o ac@aleiag. To 2° avTiypa@o ao@Aaleing

olatnpeital o€ dIAPOPETIKS KTiplo

6.5 MMapakoAoUulnon avtiypd@wyv ac@aAegiag

MpayuaToTrolgitTal KaBnuepIvog EAeyxog AYWNG Twv avTiypdewy acg@alciag. O €Aeyxog yiveral
auTtopaTa péow TNG epappoyng network, amd tnv otroia AauPBAaveral privuha €TTITUXOUG A
QVETTITUXOUG OnuIioupyiag Tou avTiypd@ou aoc@aAgiag. e TTEQITITWON TTOU TO TTAPAYOUEVO
avTiypago dnuioupyeital xeipokivnta (MEow scripting), o SIOXEIPIOTAG TOU CUCTAUATOG E€ival

UTTEUBUVOCG yIa TOV EAEYXO TNG EKTEAECNG TOU AVTIYPAQPOU TOU GUCTAMATOC TOU.

Edv yia katrola utrnpeaia dev £xel OAOKANPWOET ETITUXWG N dnuIoupyia avTiypa@wy ac@aAciag,

n diadikacia TTou akoAoubeital gival n TTapaKATwW:

MpayuaToTrolgiTal EAeyX0G TOU OQAAUATOG TTOU EP@avieTal.

o [lpayuatotroieital €AEyX0G OTO APXEIO KATAYpA@PNG TOU R TWV UTTOAOYIOTWY TTOU

AeIToupyei n uttnpeaia.

o T[iverar €mdidpOwaon Tou TTPORAAPATOS TTOU eTTnpéace Tnv diadikagia avTiypdewv

aoQaAciag.

o Ekkiveital xelpokivnta n ektéAeon NG AMAwng avtiypdgou ac@alciog, otav autd eival

EQIKTO.

6.6 AvdkTnOon avTiypdewyv ac@aAeiag

TNV TTEPITITWAN TTOU ATTAITEITAI N AVAKTNON AvTIYPAPWY aCQAAEIAG YIO UTTNPETIEG ETWTEPIKAG

Xpriong, n diadikagia TTou akoAoubBeital gival n KATwoi;

e 2Uvdeon aTov Server TTou gival amoBnkKeupévn n UTTNEEGia fj To cUoTNUA TToU XPEIAZeTal

vVa avaKTnOEi.

e AvAKTNON TNG UTTNPECIAG ) TOU CUCTHANATOG G€ OOKIMAATIKO TTEPIBAAAOV.

o 'EAeyxog opBrig Asitoupyiag TnG uTTNPECiag ) Tou CUCTHUATOG.
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e AvAKTnOn TNG UTINPECIAG ) Tou oUCTHHATOG OTOo TTEPIBAAAOV AgiToupyiag.

6.7 'EAeyxog avTiypdewyv ac@aAgiag

MNa Tov éAeyxo OpPOBAG avTiypa@rg UTTNPECIWV KAl CUCTNPATWY TTPOYUATOTTOIEITAI

éAeyxog. H diadikaoia mou akoAouBeital gival N TapakdTw:

e AvVAKTNON TUXQIWV UTTNPECIWY KOl CUCTNUATWY O€ OOKIUACTIKO TTEPIBAAAOV.

o 'EAeyxog opOnig AciIToupyiag utrNPECIWV KAl GUGTNUATWV.

o Karaypa@n UTTNPECIWY Kal CUCTNUATWY TTOU EAEyXBNKav.

6.8 APXEIA

pnviaiog

MNEPIrPA®H MOP®H

XPONOZ YMEYOYNOZ
THPHZHZ THPHZHZ

Avtiypago
vpae HAekTpOVIKNA 1 €106 IT
AcogaAegiag 1

Avtiypago
vpa® HAgKTPOVIKN 6 unveg IT

Acpakeiag 2

7 NoAimkA KaBapou Mpageiou kai KaBaprig 006vng

7.1 ZKOMNOzx

2KOTTOG TNG TTapouoag MoNITIKAG AcPAAEIag ival va TTEPIYPA@OUV 01 BIAdIKACTIKEG AETTTOUEPEIES

yla TNV TAPNON TWV aTTAITHoEWY «KaBapou ypageiou kal KabBaprig 086vne» TIG OTToieS £xel BETEl

0 AAMOG, WOTE va ETTITUYXAVETAI N €AAXIOTOTTOINON Twv KIVOUVWY yia TNV aoQAA&ia Twv

OedOUEVWV.
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7.2 MNEAIO EDAPMOIHZ

H mmapouoa MoAiTik) Ac@Aaieiag e@apuoleTal atrd OAO TO TTPOCWTTIKO TO OTTOIO ATTACXOAEITAI UE

epyaaieg ypageiou kai / ] xeipicerar H/Y.

7.3 YNEYOYNOZ E®APMOIHZ THZ MOAITIKHZ

= YNA

= T

7.4 NEPIrPA®H

O1 uttdAAnAol 6AWV Twv TUNUATWY, TTOU eKTEAOUV £pyaaieg ypageiou kal / | xelpiCovral H/Y Ba

TpéTTel Pe SIKA Toug eubuvn:

v Na unv a@rvouv OToV XWEO €PYACiag TOUG EUTTICTEUTIKA Kal aTTéppnTa £yypaga Trpiv
ATTOXWPNOOUV ATTO TO YPAQPEIO TOUG VIO OXETIKA PEYAAQ XPOVIKA SIOCTHNATA NECT OTNV

NUEPA. ZTNV TTEPITITWON auTH Ba TTPETTE va KAEIDWVETAI N TTOPTA TOU ypa@Eiou.

v" Na unv a@rivouv oTov XWEO £PYACIiag TOUG EUTTICTEUTIKA Kal amrdéppnTta £yypaga Tpiv
armmoxwprioouv oTo TEAOG TNG NUéPAG OAAG va Ta TOTTOBETOUV péCA OE €18IKOUG

ATTOONKEUTIKOUG XWPOUG KAl VA TA KAEIBWVOUV.

v" Na xpnoigoTToloUv Toug 10IKOUG KATAGTPOPEIG EYYPAPWY VIO EUTTIOTEUTIKA Kal aTTOPPNTA

£yypaga Ta otroia dev XPeIAlovTal TTAEOV.

v" Na yivetal xprijon Tou ocuvduacouoU TTARkTpou WIN+L yia 1o dueco kAgidwpa Tou H/Y (o€

ouoTAuaTta windows).

v" Na diaoc@aAifouv 0TI o€ TTEPITITWON ATTOUCIAG TOUG aTTO TN BN Epyaaiag Toug yia TTAvw
atrd 10 AeTrTd, o H/Y 1Tou XpnaoipgoTrololv KAEIOWVEI KAl N ETTAVEVEPYOTTOINGT) TOU aTTAITE]

XpPrion Kwdikou, o oTToiog TNPEITal JUOTIKOG.
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8 MoAimikA Aco@alAciag Kputrtoypa@ikwyv EAEyxwv
8.1 ZKOINOozx

2KoTro¢ TnGg Tapouoag [oAimikAg Ac@dAeiag eival va ava@épel TOUG KPUTTTOYPAPIKOUG
aAyopIBUOUG TTOU XPENOIKOTTOIOUVTal OTA TTANPOYOPIAKAE cuaTiuaTa Tou Afuou Kai TIG BEoEIg

QUAAENG KAEIBIWV KOl KWOIKWV.
8.2 TMEAIO EOAPMOIHZ

H mapouoa MoAimik Ac@AAeiag epapuoleTal 0Toug SIAKOMIOTEG TOU ARou, OTA AQaIpoUlEVa
Méoa Kal OTO £yypa@a TTOU TTEPIEXOUV TTPOCWTTIKA dedopéva Kal BpiokovTal o€ apalipoUheva

péoa.

8.3 YNEYOYNOZ E®APMOIHZ THZ NMOAITIKHZ

= T
= YTrdAAnAol

8.4 TMEPIT'PA®H
8.4.1. MoAimikA XpAong Kputrtoypa@ikwv AAyopi8uwv

8.4.1.1. ¢ OAeg TIG epapuoyég TTaykdouiou 1oTou (Web based applications) o1 oTroieg
@IAogevouvTal aToug OIOKOUIOTEG Tou AAUOU 1| € GUVEPYATN, YIVETAI XPrion TOU TTPWTOKOAAOU
Secure Sockets Layer (SSL) kal TTpwTioTWG KATA TNV TTIOTOTTOINCN TOU €KAOTOTE XPrOTN TTOU

emBupei TpdoBacon o€ KATTOIa ATTO TIG TTAPEXOPEVES UTTNPETIEG.

8.4.1.2. OAa T YNOPIAKA 0@aIpOUUEVA PHECA TTOU TTPOKEITAI VO PETAPEPOOUV EKTOG TWV
EYKATAOTACEWV TOU AApou, TTPETTEl va gival KpuTrToypagnuéva. To ATOUO TTOU TTPOETOIUACE TO
aQAIPOUPEVO PECO, QEPEI TNV €UBUVN KPUTITOYPAPNOAG TOU Kal TO ATOUO TTou Ba eKTEAEOEI T

METOQOPA QEPEl TNV eUBUVN £TTIRERAIWONG TNG EQAPHUOYNG KPUTTTOYPAPNONG.

8.4.2. NMoMimik Alatiipnong Kputrtoypa@ikwv KA&1diwv

8.4.2.1. Me okoTrd TNV ac@aAr] UAAEN TwV KPUTTTOYPA@IKWY KAEIBIWY Kal KWSIKWV TTOU
XPNOIMOTTOIoUVTAIl ATTO TOUG BIAXEIPIOTEG TWV CUATNKATWY Tou Arjuou opifovTai o1 dUO TTapaKATW

Béoeig ao@aloug GUAAENG aUTWV:
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A. KAeidwpévo Zuptapi I'pageiou Aleubuvong

B. XpnUaToKIBWTIO XWEOU . . . . .

8.4.2.2. OMol o1 dlaxeIpIoTEG TTOU KAvouv XpAon KAEISI0U 1 Kwdikou Ba Trapadidouv 010

TuAMa HAekTpovikKAG AlakuBépvnong 1o KAeIDi 11 KwdIKO Toug, Péoca oe OUO OQPPAYICHEVOUG

QakENoug ol otToiol Ba atrobnkevovTal OTIG opIouéveg Béoelg. H povn évdeign oto e§wTePIKG TOU

@akéAou Ba gival pOVO TO OVOUATETTWVUMO TOU XPNOTN.

8.4.2.3 Or1utrdAAnAol i Ta aTeAéXn Tou ARou TTou SIaBETOUV WNQIGKH UTTOYPA@NA TTPETTE

va Tnpolv Tn OUCKEUR auBevTIKOTTOINONG Of OaO0@AAEG UEPOG OTav Oev Ppiokovral oTov

uttoAoyIoTA Toug. H ouokeury Ba mrpétmel va eival katayeypauuévn ato MnTpwo ZUGKEUWV

TTANPOPOPIKNG.

8.5 ZXZYNHMMENA ENTYNA

Oubdév

8.6 APXEIA

Oudév

9 MoAimkA OpBnRg Xprnong Zrabuwyv Epyaciag

9.1 ZKOMNnoz

2KOoTTOG TNG TTapoucag lMoAITIKAG cival va Béoel To TTAQICIO Kal TOUG KavoviouoUug BACEl TwV

otroiwv yivetal xprion Twv Z1abuwv Epyaciag amd ta oteAéxn kal Toug UTTAAAAAOUG ThG TOU

Afpou kaBwg kal n Tpéofacn autwyv ato AladikTuo.

9.2 NEAIO EGAPMOIHZ

H Tmapouca TloAmkry Ac@daAeiag e€@apuoletar ammd OAOUG TOUG XProTeg Tou  OIKTUOU

TTANPOPOPIKAG TOU Afuou.
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9.3 YMNEYOYNOZ EQAPMOIHZ THZ NMOAITIKHZ

= 21eAEXN Kal YTTAAANAoI Tou Anpou.

9.4 MEPIFPA®H
9.4.1 Amodekt Xprion Zrabuwyv Epyaciag kai lTpéoBaong oro Aiadikruo

2KkoTog NG Trapouaag MoAITkAg eival va BE€ael To TTAICIO KAl TOUG Kavoviopoug BAaoel Twv
oTroiwv yiveTal xprion Twv Z1abuwv Epyaciag amd Toug uttaAAAAOUG TNG eTaIPEIOG KABWGS Kai n

mpdoRacn autwy oTo AladikTuo.

9.4.2 MNedio Epappoyng

H mmapouoa MoAiTikA Ac@AaAeiag epapuoleTal o€ OAOUG TOUG XPROTEG TNG ETAIPEIAG.
9.4.3 YmelBuvog E@appoyng tng MoAITikng

= |T Manager

9.4.4 Amodekr) Xprion Zrabuwv Epyaciag kai lMpéoBaong oro AiadikTuo

1. O1 Aoyapiaopoi Twv xpnoTwyv BpiokovTtal otoug Domain Controllers Tou Active Directory kai
ol KwdIkoi TTpéoaong eival £TTioNg ATTOBNKEUPEVOI GE AUTOUG.

2. OAol o1 xprioTeg £xouv dikaiwpata Domain User atoug oTaBuoug epyaaiag.

3. OAol o1 xpAoTeg TnG eTaipeiag, ektdég ammd Tov IT Manager, dgv YtTopouv va eKTEAEOOUV
KATToI0 AAAO €KTEAEDINO apXeEio eKTOG ammd auTd TToU €ival dN €YKATECTNPEVA OTOV
UTTOAOYIOTHA TOUG.

4. OMol o1 aTaBuoi epyaciag KAEIBWVOUV OTAV €ival avevepyods O XProTNG YIa TTEPICTATEPO ATTO
10’. Na va EekAeidwaouv xpeladeral va eioaxBei To Username kal Password atrd Tov XprRoTn.

5. Kd&be otabudg epyaciag €xel eykateotnuévo Antivirus software yia mpooTtaoia atmé 100g,

trojans KATT.

9.4.5 Mn amodeKTh XpHON CUCTNUATWY
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H 1TapakdTtw Aiota dev eival €€avtAnTIKr] aAAd TTapéxel Eva TTAQICIO EVEPYEIWV TTOU BewpouvTal

MN aTTOOEKTEG. AEV ETTITPETTETAI:

Na xpnoiyoTrolgite Ta guoTAuaTa Tou AAOU yia TTapdvouEeg dpacTnPIOTNTEG.
Na xpnoIJOTTOIEiITE TUOKEUEG | AOYIONIKG TTOU OV £XEI EYKPIOET

Na xpnoiyoTToIEiTE CUCTAPATA TTOU BEV aVIKOUV OTOV ARMO Yia TNV EKTEAECT EPYACIWV

TOoU Arjuou.
Na xpnoiyoTrolgite cuoTAPATA TOU ARUOU YIO TTIPOCWTTIKEG EPYOCTIES.
Na atrokaAUTTTETE OTTOoIadTTOTE dEdOPEVA aPOopPOoUV Tov ARO O€ TPITOUG.

Na trapafidlovral KavOveG TwV TIVEUPATIKWY SIKAIWPATWY KABe 181wTn i eTaipiog Ta
otroia TTpoaTaTeovTal amd copyright, €UTTOPIKO aTTOPPNTO, TTATEVTIEG, VOUOUG KOl

KQvOVIOHOUG.

H un e€ouciodotnuévn avtiypagr TIpooTaTeudpevou amd copyright UAIKoU OTTwg

QwToYPaYies, BIBAIA, TTPOYPAPMATA-KWOIKES, AOYIOUIKO, TEXVIKEG TTANPOPOPIEG.

Na XpnOIUOTTOIEITE TO NAEKTPOVIKO TAXUOPOMEIO YIO TNV OTTOCTOAR EUTTIOTEUTIKWV

TTANPOPOPIWV OE TTAPAANTITEG EKTOG TOU ARuOU.

H ammooToAf) otroloudAtrote dAAoU e-mail ekTOG auTwy TTou gival atmapaitnTa yia TNV

OIEKTTEPAIWON TWV KABNKOVTWY TOU £pyalOPEVOU.
H ammoaToAr fake-mails, n TpowOnon otroioudr roTe e-mail TUTTOU “chain letter” KAT

Na emokémreoTe lotéToTroug (Web Sites) pe mapdvouo AoyIopIKO, pn TTPETTOV UAIKS 1

GAAO TTEIPATIKG OTITIKOAKOUOTIKO UAIKO.

H amokdAuwn Twv KwdIKwv TpéoBaong e TpiToug i XpAoN Tou TIPOCWITIKOU

Aoyapiaopou atré dAAoug.

H mapdkauyn TNG TAUTOTTIOINONG TOU XPAOTN i 0TToI00dNTTOTE d1adIKagiag ao@AAEIag yia

K@B¢e utroAoyioTh | Aoyapiacuo.

H eicaywyn KakOBouAwv TTpoypaupdTwy O0TO BIKTUO Kal TOUG UTTOAOYIOTEG TOou ARuou

(1rx 10i ) GAAa BAaBepd TTpoypaupaTa — malware)

Evépyeieg 6TTwg 10 port-scanning, network monitoring atrayopedovTal auoTnpd, €KTOG
Kal av TrepIAaufdvovTal ota KaBrikovta Tou epyalOuEVOU Kal €XEl TTPONYOUMEVWG

€100110INO¢i N oudda IT n Gdela TNG oTTOIaG ATTAITEITAL.
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o OT0I00ATTOTE KAKOPBOUAN evEPyEIa TTPOG UTTOAOYIOTEG GAAOUG aTTd auToUG TOU XProTh,

OTTWG dpvnong TTapoxng utnpeoiwv (DoS attacks), terminating user sessions.

e H dlapriuion ammatnAwy TTpoo@opwyv PEow Tou Internet, XpnoiUoOTTOILVTAG TNV UTTOBOUA

ToU Arjuou

e Hdoknon eutropikwyv dpacTnEIOTATWY HECW TOU BIKTUOU BEQOUEVWY TOU ARoU OTTWG N

TTWANGN ayabuwyv ) UTTNPECIWY, N UTTEKUIoBwan xwpnTikéTNTAG.

9.4.6 MNpooBaocn AladUKTIOKWY TOTTWY

2Uppwva pe TRV TTapouca [MoAimiky Ac@AAeiag, oToug XPHOTEG Tou ARPou EMITPETTETAI N
TpooRacn aTo dIadiKTUO XWPIG TTEPIOPICUOUG. EVOEXETAI, YIa OKOTTOUG OOQAAELIOG, Va EKTEAEITAI

QINTpApIoya TTepiexopévou péow Tou firewall Tou opyaviopou.

9.5 ZYNHMMENA ENTYNA

Oudév

9.6 APXEIA

Oudév

10 MoAimikA Acgpaloug Metagopdg NMAnpogopiwv
10.1 Tevika

YTapxouv TTOAAEG TTEPITITWOEIG KATA TIG OTTOIEG PETAPEPOVTAI TTANPOPOPIEG ECWTEPIKA PETALU
O1euBlvoewy / TUNUATWY €vog ARUou Kal eEWTEPIKA, O€ eTaIpEieg Kal o€ 101WTEG. AuTO yiveTal
XPNOIMOTTOIWVTAG JIa gupeia TToIKIAIa péowv Kal neBGdwv. H petapopd ptropei va yiveral pe

NAEKTPOVIKA PETA 1) KOl OE JOPPH EYYPAPOU HECW TAXUDPOUIKHG ATTOOTOANG.

e KABe peTapopd UTTAPXEl O KivOUVOG ATTWAEIAG, UTTOKAOTIAG i Tuxaiag dnuoacicuong Twv

TTANPOPOPIWV O€ PN §ouaiodoTnuéva yI' autd dTouda.
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O AAuOG €xel TNV UTTOXPEWGON va @POVTICEl yia Tn dlaxeipion Twv TTANPOQOPIWY AUTWY, YIa
VOMIKOUG AGYyoug, cUN@WVA Kal PE TO TTVEUPA TOU VEOU KAvOVIOPoU, aAAG Kal yia Tn dlaTApnon
NG EUTTIOTOOUVNG TWV CUVOAAQCCOPEVWY Padi Tou, OTTWG £TTIONG €ival aTTAPAITNTO N HETAPOPT

Va TTPAYHATOTTOIEITAI KATA TPOTTO TTOU VA TTPOCTATEUEI ETTAPKWG TIG TTANPOPOPIEGS.

O péAog Tou Afjpou cav atmoaToAéag gival va agloAoyfoel Toug Kivduvoug Kai va diac@alioel TNV
Ummapén KAatdAAnAwv PETPpWV TTpoOoTOCiag. AuTr n TTONITIKA TTEPIYPA®El TIG €UBUVEG Kal TIG

ENAXIOTEG QTTAITAOEIG ACQAAEIOG YIA TNV ACPAAR HETAPOPA TWV TTANPOPOPIWV AUTWV.

10.2 Zkomrég

AuTr n TTOAITIKA 0piCel TIG EAAXIOTEG ATTAITHOEIG AOQAAEIAG yIa TN QUOIKI HETAPOPA TTANPOPOPIWV

atrod Kail TTpog Tov ARO, 0€ OTTOIAOATTOTE HOPPH).

o Toug OKOTTOUG TOU TTAPOVTOG eyypd@ou, oI TTANPOPOpPIEG aPopoUV Kal TIG TTANPOPOPIES
Keluévou (T.X. £yypo@a, ava@opéG Kal UTTOAOYIOTIKA @QUAAQ) KOl Ta OKATEPYOOTA Wn
HopgoTroinuéva dedouéva (Tr.x. £fwTepikoi diokol backup), g€ oTmoIAdATIOTE POPQH Kal Of

OTTOI00NTTOTE HECO, NAEKTPOVIKO 1] un.

AuTA n TTOANITIKA 10¥UEl yia 6Aoug Toug UTTAAARAOUG Tou Arjuou, OTTWG Kal yia KABe TpiTo TTOU

emmeepydderal TTANPOPOPIEG TOU.

10.3 ESaipéoeig

AUTA N TTOAITIKF] Oev KOAUTITEI TN PETAPOPA TTANPOPOPIWYV PECW TOU ECWTEPIKOU SIKTUOU TOU
Afuou, TO oTroio €xel TOUug OIKOUG Tou eAéyyxoug ac@aleiag. Emmiong Oev KaAUTITEl TUXOV
XPNMOTIKEG OouvOaAAayEG TTOU €XOUV TIG OIKEG TOUG EEXWPIOTEG OTTAITAOEIS AOQAAEIAg, N
OuvaAAQy£G TTOU UAOTTOI0UVTOI Oav HEPOG OUUBAONG TWV OTToIWYV 01 6poI acPAAciag kaBopifovTal

atrd 1O TPITO PEPOG.
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10.4 Opiocuoi

MAPAAHMNTHEZ: KdBe @uaoiké fj vopikd TTpOOWTTo To OTT0i0 ¢NTd TTANPOQOpPIEG atrd KATTOoIa
O1elBuvon Tou AApou. MTropei va eival e€wTePIKOG GUVEPYATNG, KATTOIa ETaIpEIa 1] KATTOIO GAAN

d1elBuvon evtdg Tou Arfuou.

AMOZTOAEAZX: Eival To QUOIK6 TTPOCWTIO TO OTTOI0 yia Aoyaplagud Tou Afuou, ekiva tnv
a1rooTOAA TNG TTANpoPopiag. Oa Tpétrel va €xel dN Tnv £€oualoddtnon Tng dielBuvang Kal TNV
QTTaPAITATA YVWON WG TTPOG TO VA BIAKPIVEI TRV KATNYOPIOTTOINON TNG TTANPOPOPIAg KAl av YTTOPEI
auTh va PeTadoBei pe Tov emAeyuévo TpoTTo. Mpocoxn TPETEl va OiveTal GTNV TTEPITITWON
avapeTddoong uIag TTAnpogopiag atrd ATodo TTou Oev €xel TNV £€ouaioddTnoNn 1 TN yvwan va
Olakpivel TNV KPICIUOTNTA TNG. OTav 0 UTTAAANAOG OEV UTTOPEI va aTTOQACicEl yia TNV TTANpogopia
Ba pETTel TTAVTA va GUMBOUAEUETAI TOV TTPOICTAPEVO TOU, TOV UTTEUBUVO ao@aAEiag ) ToV TTPWTO

OTTOOTOAEQ TNG TTANPOPOPIAG.

10.5 Po6AMol kal AppodidTnTEG

O1 kardAAnAol opiopoi Twv pOAwV Kal Twv euBuvVWVY gival oUaIWOEIS yIa TN dIacPAAIon TNG

OUPPOPPWONG JE TNV TTapouoda TTOMITIKA.
10.5.1 AmooToAéag

O armooToAéag eival uttelBUVOG yia TNV TAPNON TwV AKOAOUBWYV aTTAITACEWY TNG TTAPOUCOg

TTONITIKAG:

e [a TNV agloAdynon Twv TTANPOQOPIWY TTOU TTPETTEI VA ATTOCTAAOUV.

o [1a Tnv e€aoc@alion Tng mmionung €mpBeRaiwong TG TAUTOTNTAG Kal TNG
€€oua1000TNONG ANYWNG TOU TTAPAAATITH

e [1a Tn AQYn TNG ouyKataBeang Tou IOIOKTATN OESOPEVWV YIA TN HETAPOPA.

o [a va e€acealioel 6Tl oI TTANPOPOpPIEG aTTOGTEAAOVTAI JE TOV TTIO KATAAANAO TPOTTO.

10.5.2 YmeuBuvog Ac@daAeiag

O YTreUBuvog ao@aAciag Ba TpéTrel va TTapakoAouBei Kal va eAEyxel Ta TUAPaTa Tou AAuou yia
va €£aa@aAioEl TN CUUPOPPWOT] TOUG JE OAES TIG UTTOXPEWTIKEG KO VOUOKOAVOVIOTIKEG ATTAITIOEIG

Kal TIG ECWTEPIKES TTONITIKEG AOPAAEING.
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10.5.3 TMpoioTduevol TUNHATWY

O1 O1euBuvTEG TWV TUNUATWY €ival utrelBuvol yia Tn dIao@AAion TnG dIaBeCINOTNTAG TNG

ETTIKOIVWVIAG KAl TG EQAPMOYNG AUTAG TNG TTOAITIKAS OTO TTAQICIO TG apuodIOTNTAG TOUG.
10.5.4 YmdaAAnAol

O1 umrdAAnAol eival utrelBuvol WOoTe va €EOIKEIWBOUV e TNV TTapouca TTONITIKA Kal va
eCao@alicouv OTI OTTOIAdNTIOTE PETAPOPA TTANPOPOPIWV YIO TNV OTToIa €ival auToi UTTEUBUVOI

yiveTal KaTtd TpOTTo cUUBATO PE TNV TTAPOUCA TTOAITIKHA.

O1 uTTdAANAOI TTPETTEI VO AVAQEPOUV TUXOV UTTOTITEG I TIPAYMATIKEG TTAPARIACEIC ao@aAEgiag TTou
oxeTiCovTtal hE TN YETAPOPE dedoéEVWY AUETa, oTov YTTeUBUVo AC@aAEiag 1 oTov TTPOICTANEVO

TOUG, CUN@WVA UE TIG BIAdIKOTIEG AVTIMETWITIONS CUMPBAVTWY ac@aAeiag Tou Arfuou.

10.6 Appodi6TnTeEG ATTOOTOAEQ

>¢ KGBe peTapopd UTTAPXEl O KivOUVOG ATTWAEIAG, UTTOKAOTING i Tuxaiag dnpocicuong Twv
TTANPOPOPIWV € U e€ouaiodoTnuévo atouo. Eival eubuvn Tou ammoaToAéa va agiohoyrioel GAoug
TOUG KIVOUVOUG Kal va e€Eao@alioel OTI eival €TTAPKAG ol €AeyXol OO@AAEI0g Kal OTl
CUPMOPQWYOVTAl JE TNV TTapouca  TTONITIKA. AUTH n evoTnTa TTEPIEXEI OPICPEVA ATTO T

ATTAITOUPEVA TTOU TTPETTEI VA 10X UOUV TTPIV OTTO TN HETAPOPA TWV TTANPOPOPIWV.

10.7 NopipétnTa Kai Avaykaiétnta Meragpopdg

Eivar emikivbuvo va utroBéooupe OTI €TTEIdN KATTOI0G ¢nNTA TTANPOQOPIES €ival atrapaitnTa Kai
€€0UCI000TNPEVOG 1] VOUIJWG BIKaIoUTal va TIG £XEl. AV UTTAPXOUV aU@IBOAIEG yia TOV TTAPOAATITN

TOTE TIPETTEI VA EVNUEPWVETE APETA N BI0iKNaN ] 0 UTTEUBUVOG AoPAAEIAG TTANPOPOPIWV.

MOAIg emBeBaiwOei 6TI N peTAPOPA €ival VOUIUN Kal ATTapaiTnTn, TOTE TTPETTEI VA ATTOQPACIOTEI TI
emmédou dlaBaduiong ival n TAnpogopia Tou Ba armmooTaAsi. Autd Ba kaBopioel TTolo eTTiTTEdO

ao@AaAeiag gival To KATAAANAO yIa TO GUYKEKPIPEVO TPOTTO PETAPOPAS.

H peTa@opd TTPOCWTTIKWYV ) EUTTIOTEUTIKWY TTANPOQOPIWV XWPIG EAEYXOUG ao@aAEiag PTTopEi va

apnoel Tov Afpo €kBeTo o€ VOUIKA BEuaTa Kal va BAGWEI TN @run Tou.

53




AHMOZ BOAQY

g FENIKH MOAITIKH AZ®AAEIAZ "ExSoaon 1" - nuepopnvia

10.8 MpoowTrikd Asdopéva

Ta TTPooWTTIKA dedopéva agopouy éva {wvTavo, avayvwpiolpgo atopo. Edav Tepiéxovral yéoa o€

QUTG Kal OToIxEia QUAETIKAG 1 €OBVOTIKAG KATAywyng, TIOANITIKEG QTTOWEIG, BOPnNOKEUTIKES

TTETTOIBN0EIG, GUVOIKAAIOTIKI) CUMMPETOXH, OedOUEVA CWUATIKAG 1 WUXIKAG uyEiag, oe€oualikég

TPOTIUACEIG, A N dIdTpagn adiknudTwy, XapakTneifovtal TTEPAITEPW WG EUAIcONTA TTPOCWTTIKG

oedopéva.

Mpiv TNV €KTEAECT OTTOIACONTIOTE YETAPOPAG Ba TTPETTEL

Na uttdpxel TEKUNPIWKEVN N €YKPION Tou UTTeUBuvou eTreepyaaciag yia Tn
OUYKEKPIPEVN HETAPOPA.

Na emieBaiwdei 0TI N peTaPOPAE gival TUPPWVN WE TIG VOPOKAVOVIOTIKEG ATTAITACEIS KAl
1Id1aitepa oUpewvn ye Tov MKrA.

Na emiBeBaiwdei 0TI N peTaPOPA ival atrapaiTnT.

Na uttdpxel TTponyoUpevn oUPBacn PE TOV TTAPAAATITR, 0TV oTToia Ba TTPETTEl va
QATTOTUTTWVETAI OTI KATAVOET TIG EUBUVEG TOUu aTTd Tn GTIYUA TTou Ba AdBel oTa cuoTAUaTd

TOU TTANPOQOpPIa TTOU aPOPA TTPOCWTTIKA dedouéva.

10.9 EpmioTeuTiKd Agdopéva

O1 gummoTeUTIKEG TTANPOPOPIES ival eKEIVEG TIG OTToieg 0 AARUOG €ival uTTEUBUVOG va Tnpei Pe

ac@dAeia. AuTég ptropei va TTepIAAPBAvVOUV TTANPOPOPIEG TTOU ETTNPEGCOUV TA ETTIXEIPNUATIKG

Oup@épovTa evog TPITOU  TTANPOPOPIES YIa TIG OTTOIEG O OTTOOTOAEQG OEV KATEXEI TTVEUMATIKG

OIKQIWUATA TT.X. TPOTTECIKEG AETITOUEPEIEG, OTOIXEIA MITOBWY, CUUPBACEIG, CUUQWVIEG KATT.

H diappon TEToiwv TTANPOPOPIWY PTTOPE va BAGWEI TN AN Tou Afjuou A KAl va ETTIPEPEI VOUIKES

OUVETTEIEG.

Mpiv TNV eKTEAECT OTTOIAOBNTIOTE YUETAPOPAG Ba TTPETTEL

Na uttdpxel TEKUNPIWHPEVN N €YKPIGN TOU UTTEUBUVOU eTTeepyaaciag yia Tn
OUYKEKPIPEVN PETAPOPA
Na emBeBaiwaoeTe 611 dev TTapaBIdleTe n eubUvVN TAPNONG TNG TTANPOYOPIAG PE

ao@dAcia
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e Na empBepaiwBdei 6T N yeTaopd cival atrapaitnTn.

o Na agaipeital oTIdATTOTE dEV €ival ATTAPAITNTO YIA TO OKOTTO TOU TTAPAAATITN

e Na utmrdpyxel TTponyouuevn cUPPBACN PE TOV TTAPAAATIT, TTOU VO OTTOTUTTWVETAI OTI
KaTavoei TIG euBUveG Tou aTTd Tn GTIYN TTou Ba AGREl oTa CUCTANATA TOU TTANpogopia

TTOU aQOPd TTPOCWTTIKA dedOoUEVA.

10.10 AtmraitRo€ig HETAPOPAS NMPOCWITTIKWYV A EUTTIOTEUTIKWV SEBONEVWV

A@ou armrogaaclioTei TI €idoug TTAnpoopieg Ba amoaTalolv Kal gival €TOINEG yia PeTAdoon, O
aTTOOTOAEQG TTPETTEl VO £EeTAOEI TIG DIAPOPES DIABETIUEG PEBOSOUG PETAPOPAG Kal KATd TTOOOV

auTéG eival KOTAAANAEG.

AuTA n evotnTa TTEPIAAPBAVEL TIG KUPIEG HEBODOUG aTTOOTOANG Kal KaBopilel TOUG TTEPIOPIGHOUG

Kal TIG ATTAITHOEIS VIO AOPAAr UETAPOPA DEDOUEVWV TTPOCWTTIKOU I EPTTICTEUTIKOU XAPOKTHPA.

Mo 6Aeg TIG PETABIBACEIS TTPOCWTTIKWY R EUTTICTEUTIKWV OEQOUEVWY, €ival ATTapaiTNTO va EXEI
mOoTOoTToINGEl N TAUTOTNTA TOU TTAPOANTITN Kal va €xel TTioToTroinBei KatdAAnAa atrd Tov

ATTOOTOAEQ.

10.11 HAekTpovikl AAAnAoypagia

O1wg avagépovTal oTnv TTOAITIKA acg@aAoUg JETAdOONG UNVUUATOG NAEKTPOVIKAS aAAnAoypagiag

Tou Afjuou (M.11).

10.12 Aiktuaki Meragopd (FTP, SecureFTP , VPN)

To TUTTIKO TTPWTOKOAAO peTa@opds apyxeiwv (FTP) xwpigc kputrtoypdenon eival gyyevwg
avao@aAEG Kal BeV TTPETTEI VO XPNOIUOTTOIEITAI YIA TN JETAdOON TTPOCWTTIKWYV ] EUTTIOTEUTIKWV

0edOUEVWV.

O1 petagopég apxeiwv PEOwW ao@AAOUG TTPWTOKOAAOU peTagopdg apxeiwv (SFTP) eival
aTTOOEKTEG, AAAG QUTEG O HETOQPOPES TTPETTEI va pubpiovTal Kal va diaxeipiovTal atrd TO TP

TTANPOYOPIKAG.

lNa TNV TTEPITTTWON TG ATTOPOKPUOUEVNG ouvdeons péow VPN, akoAouBeital n TTONITIKY ThAe-

epyaoiag (M.02) Tou Afpou.
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10.13 Ag@aipoupevo Méoo (CD, USB diokog, Kdpta MvAung KATr.)

OTrwg avagépovTal aTny TTOAITIKA XPrRong @opnTwy HEdwv Tou Afuou (I1.04).

10.14 Merddoon FAX

To FAX ¢ival eyyevwg avaoc@aAég kal Ogv CUVIOTATAl YIa Tn METOQPOPA OlaBabuiouévwv
TANnpogopiwyv. QoTdo0, avayvwpiletal OTI OPIOPEVES TTEPIOTACEIG TO ATTAITOUV. € QAUTEG TIG

TEQITITWOEIG Ba TTPETTEI VO akoAouBoUvTal Ta TTAPOAKATW:

o O amooToAéag TPETTEl va eAEYEEI OTI 0 apIBUGG @ag eival CwaTOS Kal OTI O TTAPAANTITNG
TTEPIMEVEI TN PMETADOON.

e [1a TAnpogopieg UWPNANG euaiocBbnaiag, o apIBuOS TTPETTEN va eAEYXETAI KAl ATTO Evav
GANO ouvAadEAPO Kal EKTOG TNG PETADOONG VA UTTAPXEI KAI TNAEQWVIKK ETTAQPI JE TOV
TTapaAqTITN KOO 6AN TN SIAPKEIa TNG ATTOOTOANG, Yia emBeBaiwon TNg AWng .

e Tooo0 o ammooToAéag 600 Kal O TTAPAAATITNG Ba TTPETTEI va £X0UV HIA CUPGWVNUEVN
dladikaoia yia va atro@euxOei n TTapapovr) Tou avTiypd@ou oTh JviAun Tou
pnxavipaTtog FAX Kal gia oa@r] atraitnon yia TNV ao@aAr] KaTaoTpo@r) Tou JnvUuaTog
otav auto dev atraiTeital TTAEov.

o To pAvupa TTPETTEl VA TTEPIEXEI OAPEIG 0ONYIEG OXETIKA PE TIG EUBUVEG TOU TTAPOAATITN,
av autdg dev ival TEAIKA 0 CwaTOG TTAPAANTITNG.

o KdaBe atmmooTtoAn Ba mpéTTel va emiRepalwveTal 0TI APONKE a1Td TOV OWOTO TTAPAAATITN.

10.15 Taxudpopikn | pe courier ATTooToAR

Eival onuavtiké 611 0 @AKeAOG, €iTe TTEPIEXEI NAEKTPOVIKO PECO €iTE XaPTi, TTPETTEI va SlaTnpeiTal
A0QAAAG KATA TN HETAPOPA TOou Kal va TTapadobei 010 owaoTd dtopo. Autd ptropei va emmiTeuxOei

aKOAOUBWVTAG TIG TTAPAKATW OdNYiEG:

o [lpémrel va xpnolyoTroleiTal €vag agloTTIoTog HETAPOPEAS YIa TNV TTapddoaon.

e To TTakéTO Ba TTPETTEl VO OUOKEUAZETAI HE AOQPAAEI, VO QEPEI OAPN ETIKETA KAl VO QEPEI

oppayida, n otroia Ba TTPETTEI va OTTACEN YIA VA AVOIEEl N CUOKEUATIA.

o To TTaKETO TTPETTEI VO £XEI O1EUBUVON ETTICTPOPNG KAI OTOIXEIO ETTIKOIVWVIAG.
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o H emikéTa dev TTPETTEI va ava@épel Tn @UON 1 TNV agia Twv TTEPIEXOUEVWV.

o To mrakéTo TTpéTTel va TTapadoBei pdvo aTov TTaPAARTITN KAl va UTToypAyel O idIog yia Tnv

TTapaAafn Tou.

e O amooToAéag TTpETTel va eAEyEel Gueaa OTI N TTapadoan ATAV ETTITUXAG.

10.16 TnAgpwvikn MeTddoon

KaBwg o1 TNAepwVIKEG KAROEIG uTTopEi va TTapakoAouBouvTal, va akoUyovTal (avoIKTr) akpoéaaon),
va Karaypdg@ovtail fj va TTapeuTrodifovTal €ite OKOTTIPA €iTE TuXaia, TTPETTEI va An@Bolv pETpa

a0QAAEIOG, OTTWG TTAPAKATW:

e OI TAnpoQopieg TTOU PETaPEPOVTAI TIPETTEI vV TTEPIOPICOVTAI OTO EAAXITTO.

o OI TTPOOWTIIKEG | EUTTIOTEUTIKEG TTANPOPOPIEG Oev TIPETTEI VA UETOPEPOVTAI PECW

TNAEQUWVOU TTaPd JOVO OTAV N TAUTOTNTA KAl N £YKPION TOU TTAPOAATITN €XEI ETIRERAIWOEI.

10.17 SMS, Mnvuparta Koivwvikwyv AiKTowv, Epappoyég Apeocwv Mnvupdrtwyv (Instant

Messaging)

Aev emTPETTETAI N YETASOON EUTTIOTEUTIKWYV I TTPOCWTTIKWY TTANPOQOPIWYV HE Kavéva atmod Td

TTapaTTdvw péod, KaBwG Kal Ta OPOEId AUTWV.

10.18 ENIBOAH MOAITIKHZ

O ARQuog avayvwpilel Tnv €uBUvn Tou va eme€epydleTal TIS TTANPOPOPIEG CWOTA, CUPPWVA [E
OAEG TIG VOUOKAVOVIOTIKEG ATTAITACEIG KAl TIG ATTAITACEIG TWV ECWTEPIKWY TTOAITIKWY O0POAEiag

TOU.

Eivar euBuvn Tou atmmooToAéa va agloAoyei Tov KivOuvo avaAdywg TNG PETAPOPAS TTOU OKOTTEUEI
va TTPAyUaToTToINoel Kal va eEac@alioel 0TI Aol o1 oxeTI(OPEVOI KivOuvol KaTavoouvTal Kal
KOAUTITOVTOI ETTOPKWG KAl OTI N geTapopd gival KATAAANAa eykekpipévn BACEI TwV TTOAITIKWV TOU
Afpou. O1 ammaithioelg ac@AaAeiag yia TG did@opeg ueBGdoug atrooToAAG £Xouv TTapaTedEi oThV

Tapdypa®o 11.5 Tng Trapoucag TTONITIKAG.
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O YmreuBuvog AogalAeiag Aedouévwy gival apuodIog yia TRV EQAPPOYR AUTAG TNG TTOAITIKNAG.

10.19 ZXETIKA ENTYNA

a) MoAImkn xprong eopntwv péawv (I1.04)

B) MoAimikA THAe-epyaaiag (M1.02)

10.20 APXEIA
Oudév
XPONOZ YNMEYOGYNOZ
MEPICPA®H MOP®H
THPHZIHZ THPHZIHZ

11 NOAITIKH AZ®AAOYZ AMNOZTOAHZ E-Mail

11.1 zKOnoz

ZKOTTOG TWV TTAPOVTWY KAVOVWY ao@AAEIag gival va KaboplioTei, 0 aog@aAng TpOTTog XprRong NG

UTTNPECIAG PNVUPATWY NAEKTPOVIKOU TaXUdPOEIoU.

11.2 TMEAIO EQAPMOIHZ

O1 mapdvTeg Kavoveg aoPAaAeiag e@apudlovTal o KAOe TTePITITWON £TTIKOIVWVIaG TG AlelBuvong,

T600 EOWTEPIKA OO0 KAl EEWTEPIKA, UE ATTOOTOAR UNVUUATWY NAEKTPOVIKOU TAXUDPOUEIOU.
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11.3 YMNEYOYNOZ E®GAPMOIHZ THZ MOAITIKHZ

o YTeuBuvog Aa@dAciag Tng MNMAnpogopiag

e OAol o1 epyalduevol

11.4 NEPIrPA®H

11.4.1 NMapadoxég

12.4.1.1 Nappavetal wg dedouévo OTI N ETTIKOIVWVIA PE TOUG £EUTTNPETNTEG e-mail yiveTal

ME TN XProN ac@aAwy TTPWTOKOAAWY SSL/TLS.

11.5 KANONEZ ANMOZTOAHZ

12.5.2.1 O xpnoTng gival utreuBuvog yia Thv opb cupTTAfpPwon TNG owaoThS dlEtBuvong

TOU/TWV TTAPAAATITR/WV.

12.5.2.2 AtmrayopeueTal va ava@épovTal oTo Tedio Tou TITAOU Tou pnvUopaTog ry/kal oTo
OwWPa TOU KEINEVOU TOU INVUPOTOG TTANPOQOPIES TTOU a@opolv o€ dedopéva Tng dlelBuvong eiTe

o€ TTPOoWTTIKG dedopéva.

12.5.2.3 Av 010 urfjvupa TTPOKEITal va ava@epBolv TTpocwTTIKE dedouéva, auTtd Ba TTPETTEl

va €I0AyovTal TTPWTA o€ apXeio (txt, xIs, rtf, doc KATT) Kal To apxe€io va peTadideTal cav GuVNPPEVO.

12.5.2.4 Av 010 prjvupa TTpoKeITal va avagepBoulv euaiobnta TpoowTTika dedouéva dev Ba

peTadidovral av TO ouvnuuévo apxeio Oev gival TTPOOTATEUPEVO, TOUAGXIOTOV HE KWOIKO

TPOoRACNG I KPUTITOYPAPNON.

11.6 ENIBOAH MOAITIKHZ

OTtroloagdnTroTe £pyadduevog mapapiaacl Tnv mapouaa MoAImikr) ACQAAEIOG UTTOPET va UTTOKEITAI

o€ TTeIBaPXIKEG KUPWOEIG KATA TV Kpion Tng Aloiknong.
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11.7 XPHZIMOMNOIOYMENA ENTYNA

OYAEN
11.8 APXEIA
XPONOZ
NEPIrPA®H MOP®H YMEYOYNOZ THPHZHZ
THPHZHZ

12 MOAITIKH AZ®AAEIAZ B.Y.O.D. (Bring Your Own Device)

12.1 zZKONoz

2KOTTOG TnG TTapoucag MoNimikhg Ao@dAciag cival va TTeplypagei n yebodoloyia dlacuvdeong

TTPOCWTTIKWYV UTTOAOYIOTWYV OTO OiKTUO KOl GTA UTTOAOYIOTIKG CUCTAUATA Tou Afjuou OTTwG £TTIONG

Kal o EAAXIOTEG ATTAITAOEIG AOPAAEiag TTou Ba TTPETTEl va TRPOUVTAI aTTd TOUG IBIOKTATEG TWV

UTTOAOYIOTWYV QUTWY .

12.2 TMEAIO EQAPMOIHZ

H mmapouoa MoAitik AopdAciag epapudletal yia OAa Ta péoa TTou dUvavTal va ouvdEovTal OTO

ETAIPIKOG BikTUO, ATOI PopNTOi UTTOAOYICTEG (laptops), KivnTd TNAEQwva, tablets KATT.

12.3 YMNEYOYNOZ E®OAPMOIHZ THZ MOAITIKHZ

»  Ymeubuvog MNMpooTtaciag Aedopévwv
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= T

= |BIOKTATEG TTOPWV

12.4 TEPIFPA®H

12.4.1 XpRon ZuoKeuwv

12.4.1.1. Tevikoi Kavoveg

ATtrayopeUeTal N Xpron Jn €€0UaiodOTNUEVWV/EYKEKPIMEVWY POPNTWYV UTTOAOYIOTWYV Kal/f GAAwWV
OUOKEUWV OTTWG TTeplypd@ovTal Trapamavw. H xprion MITopei va ekTeAeital povo atrd
EYKEKPIYEVEG atTd Tn AleuBuvon MAnpo@opIkng Tou Afuou cuokeués. MeTd Tnv EyKpian XPRong
OTTOIAOOATIOTE CUCKEUNG, OEV ETITPETTETAI VA YiVOUV TPOTTOTTOINOEIG KAl EYKATOOTACEIS VEWV
TTPOYPAUUATWY XWPIig TNV TTponyouuevn adeia Tng AicuBuvang MNAnpogopikrg. OI cuokeuég Ba

TIPETTEI VO EAEYXOVTAI avA TOKTA XPOVIKG diaoTAuaTta atré Tnv AiciBuvaon MANpo@opikig.

12.4.1.2.Eyypaen oto Mntpwo

O1 ouokeuég BYOD dev eyypdgovtal GTO UnNTpwo ouokeuwv Tou AApou aAAd otn AioTa
ouokeuwv Tou Mépoug . Kat' eAdyxioTo Ba TTpETTel va ava@épovTal 0 KATOXO0G TNG OUOKEUNAG, O
OEIPIaKOG aplBudg TNG, To Gvoua UTToAoyIoTH, n AleiBuvon Tou Afjpou GTToU XPNOIYOTIOIEITAl KAl

TA ETTITTAEOV EYKEKPIPEVA TTPOYPAUUATA TTOU €XOUV EYKATAOTAOEI.

12.4.1.3. EuBuvn Texvikng YooTApIENg

H Aig0Buvon MNMAnpo@opikAg diatnpei To dIKAIWUA, XWPIG va gival UTTOXPEWMPEVN VA EVNUEPWOEI
TTPWTA TOV XPMAOTN, va dlaKOWEl Kai/'n va atmmayopeUoel Tn oUvOean CUOKEURG OTOo OiKTUO €4V

eTnpeadovtal Bépara ac@aAgiog Tou dIKTUOU.
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12.5 Aoc@dAsia ZUOKEURG

12.5.1 PuBpioeig OUOKEURG

MNa va ptropei va ouvdebei pia cuokeun oTo dikTuo ToUu ARUOoU, Ba TTPETTEI N GUCKEUN va eAeyXOei
TpwTa amoé Tn AiedBuvon MNANPOQOPIKAG yIa va TTICTOTTOINBEI 0TI KOAUTITEI OpIopéva eAGXIOTA

KPITHpIO AOPAAEING.

12.5.2 EAG&xioTa KpITAPIA dOQAAEIONG

2av eAaxioTta KpITApIa ac@AAeiag opifovtal Ta TTOPAKATW:

A. Aeitoupyiké cuoTnua

Windows 10, ékdoon 1809 kai vedTtepn
Android ékdoon 6.0 (Marshmallow) ] iOS €kdoon 10.3.3 yia KIVNTEG GUOKEUEG

B. loxupdg kwdikdg log-in xprioTn

. Eykateotnuévo rpdypauua antivirus

A. Evepyo firewall (udvo yia uttoAoOyIOTEG)

E. MpooiA xphoTtn (yia xprion pévo yia epyacia otov Afpo)

12.5.3 Eykekpipyéva Mpoypdupara

12.5.3.1 Na tnv e€ac@alion TN oUvdeang Ba TTPETTEI N CUCKEUN Va €XEI EYKATETTNUEVA
povo TTpoypduuaTa 6TTwg autd avagépovtal ato Mépog A, (AioTa Eykekpigévwv

MpoypauudTwy).

12.5.3.2. Edv atraiteital n eykatdotaon Kal Xprion TTPOoyPaUNATWY TTou eV avapépovTal
oTn NioTa EYKEKPIPNEVWYV TTPOYPaPPATWY Ba TTPETTEN va yiveTal aitnua Tpog Tn AilBuvon
MANPOQOPIKAG, WOTE va EETACTEI KATA TTOOO TO TIPOYPAUUA TTANPEI TOUG OPOUG AOQAAEIag TNG

TTONITIKAG ag@aAgiag Tng d1elBuvong d1Tou Ba XpNoIUOTIoINBE N CUOKEUN Kal OE TTEPITITWON
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BeTIKAG £KPaONG TOU EAEYXOU, TO CUYKEKPIUEVO TTPOYPAUUA VO CUUTTEPIANYBE oTO Mépog B’

(NioTa MpdéobeTwv Eykekpipévwy MNpoypauudtwy).

12.5.3.3. OAa 1a TTpoypdupaTa TWV TTAPATTAVW TTapaypa@wy Ba TTpéTTel va oguvodeuovTal
aTTo TTICTOTTOINTIKO YVNOIOTNTAG, VA UTTAPXOUV O€ I0XU Ol ATTAITOUMEVEG ADEIEG XPHoNg Kal va

gival evnuepwuéva otnv TeAeuTaia diaBEaiun ékdoan.

12.6 Texvikiq YmooTtnpién

H TeXVIK UTTOOTAPIEN TWV CUCKEUWY TTOU EUTTITITOUV GTNV TTAPoUCa TTOAITIKI aTTd
TAeUpdg AielBuvang MAnpo@opIkng TTepIopifeTal povo o€ eTTIAUCT BEPATWY OUVOEDNG UE TO

OikTuO. K&Be aAAO TeXVIKO TTPOBANMA aTToTEAE EUBUVN TOU IBIOKTATN TNG CUCKEUNG.

12.7 ZYNHMMENA ENTYNA

o T[lapdptnua Il.1 — Aiota Eykekpiyévwy MNpoypauudaTwy
o T[lapdptnua ll.2 — AioTta MpocBetwyv Eykekpipévwy MNpoypauudrwy

o Mépog I’ — MnTpwo Zuokeuwv BYOD

12.8 APXEIA
XPONOZ YNEYOYNOZ
MNEPIrPA®H MOPO®H
THPHZHZ THPHZHZ
1. EM.05.02,
Mntpwo ocuokeuwv | Apxeio excel
BYOD
2. Mépog A’ | ®uoikd Apxeio
TTapouong
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Mépog A’

AIZTA ZYZKEYQN (BYOD)

A Ovopa ZeIPIOKOG Ovopua Mpageio EmirAéov
Karéxou ZUOKEURG YtmoAoyioty | YmaAAfRAou | MpoypduuaTa

13 MOAITIKH KATHIOPIOMOIHZHZ ZYZTHMATQN KAl AEAOMENQN

Ta oxemik& pe auti Tnv TOAIMIKA Oiémovtal amd Tov Kavovioud Emkoivwviag Anuociwv

YTt peoiwv Tou YTroupyeiou Ecwtepikwy, Anuédoiag Aloiknong kail ATTOKEVTPWONG.

lNa okoTToug epapuoyng Tou Nevikou Kavoviopou lMNMpooTtaciag Aedouévwy Kal O avTIoTOIXia PE
ToV Kavoviopd aAAnAoypagiog dnuoaciwv utrnpeciwy, oav «AdiaBddunta» f «Koivd» voouvtal
OUCTAUATO XWPIG TTPOCWTTIKA dedouéva, aav « EPTTIOTEUTIKE» GUOTAPATA PE ATTAG TTPOCWTTIKG

oedopéva Kal oav «ATTOPPNTO» GUCTAUATA PE EUaioBNTa TTPOCWTTIKA dedopéva.

14 TOAITIKH THAEAIAZKEWEQN

14.1 zZKONOZz

2KOTTOG TNG TTapoucag MoAITIKAG ACQAAEIag sival va TTepiypagei n pebodoAoyia diacivdeong atrd
QTTOUAKPUOHUEVOUG UTTOAOYIOTEG OTO €0WTEPIKO OIKTUO KOl OTA UTTOAOYIOTIKG CUGTHUATO TOU
opyaviouou yia oKoTToUg TNAEPYOTIag Kal va TTEPIYPAWEI TIG HEBODOUG Kal TIG EQAPHOYEG Ol OTTOIEG
MTTOpOUV va XPNOIYOTTOINBOUV yia TNV €KTEAEON TNAEDIOOKEWEWY HE TO TTPOCWTTIKG H/Kal

eEWTEPIKOUG OUVEPYATEG i/Kal TTEAATEG TOU OpyaviouoU.

14.2 TEAIO EQAPMOIHZ

H trapouca TMoAimiky Ac@aAeiag epapudletal o€ OAO TO TTPOCWTTIKG yia OAa Ta péoa TTou

XpnoigoTtroiouvTal yia TNAEpyagdia kal duvavTal va guvdEovTal OTo eCWTEPIKG OikTUO i / Kal
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oUvavTal va XpnoIJoTToloUvTal yia TNV eKTEAETN Piag TNAESIAOKEWNG, ATOI GTABEPOI UTTOAOYIOTEG

(desktops), @opnTtoi utTtoAoyioTéG (laptops), KivnTd TNAEQWVa, tablets KATT.

14.3 YMNEYOYNOZ E®GAPMOIHZ THZ NMOAITIKHZ

= YmeuBuvog MNMpooTtaciag Aedopévwv
= YmreUBuvog TuAuparog MNAnpo@opikAg

»  Epyalopevol

14.4 TEPIFPA®H

14.4.1 TnAepyaoia — XpARon ZuoKeuwyv

H ektéAean TnAepyaciag )/ kai TNAESIOOKEWEWY PTTOPET va YIVETAI ATTO GUCKEUEG TTOU TTPOUNBEUEI
0 OpPYQaVIOUOG YIO TO OKOTTO aUTO GTOUG XPHOTEG ] ATTO TTPOCWTTIKEG TUOKEUEG TWV XPNOTWYV,

a@ou TTpwTa eAeyxBouv Kal eykpiBouv atréd 1o TuRua MANPOYopPIKNAG.

AtrayopeUeTal n xprion Un €EouciodOTNUEVWY /[ EYKEKPIMEVWY UTTOAOYIOTWYV Kal / | GAAwv
ouoKkeuwv. MeTd Tnv €ykpion XPAONG OTTOIAOBNTIOTE CUOKEUAG, Oev ETTITPETTETAI va YivOuv
TPOTTOTTOINCEIG KAl EYKATAOTACEIS VEWV TTPOYPAPMATWY XWPIG TNV TTponyoUpevn AdEia Tou
Tunuartog MAnpo@opikng. O1 £60UCIOdOTNUEVEG CUOKEUEG PTTOPEI va eAéyxovtal avd TakTd

XPOVIKA dlacTripaTta atod 1o Turua NMANPoQOopPIKAG.

14.4.2 PuBpioceig ACQAAEIOG ZUOKEURG

Mo va ytropei va ouvdebEi Jia GUOKEUT ATTORAKPUCHEVA OTO ECWTEPIKO OIKTUO PE TNV UAOTTOINGN
NG Texvohoyiag VPN (Virtual Private Network), 8a 1rpétrel n ouokeun va gAeyxOei atmoé 1o Tunua

MANPOQOPIKAG OTI KOAUTITEI OPICHEVA EAGXIOTA KPITHPIA ACPAAEIAG.
2av eAaxIoTa KPITHPIO ACPAAEIag opiovTal TA TTAPAKATW:
A. Aeitoupyiké cloTnua:

Windows 10, ékdoan 1809 kai vedTtepn
Android ékdoan 6.0 (Marshmallow) ) iOS ékdoon 10.3.3 yia KIVNTEG GUOKEUEG

65




g FENIKH MOAITIKH AZ®AAEIAZ "ExSoaon 1" - nuepopnvia

AHMOZ BOAQY

B. loxupdg Kwdikdg log-in xpAoTn, 6mmwg mpoBAémeTal atmd tnv lMoAImikr AtroppriTou

Kwdikwv XpnoTwy.
. Eykareotnuévo kal evnuepwuévo TTpdypappa antivirus
A. Evepyo firewall (udvo yia UTTOAOYIOTEG)

E. Noyapiaoudg XproTn Ye TTpooTadia Kwdikou TTpdoBacng

14.4.3 PuBpioeig Acpaleiog Zuvdeong

H atmmopakpuapévn olvdeon TTPETTEI va gival KOAUTITEI OAEG TIG TTpodIaypa®Eg acpalsiag. Na tnv
e€ao@AAion TNG ouvdeong Ba TTPETTElI va puBUIOTED N €TTITEUEN TNG va UAOTTOIEITAI UE TNV XPAON
Tou ac@alolg TTpwTokOAAou (T1.X. IPSec VPN). ETriong, 6mou €ival €@IKTO, yiveral XpAon

I01WTIKOU / dnuoaiou KA€IOI0U.

Emrtpémetal n oluvdeon o€ uttoAoyioTikd ocucoTAuata Tou OpyaviopoU pEéCw UTTNPEaiag
«aTTopaKpuopévng emavelag epyaciag» (Remote Desktop Protocol), pyévo étav auth yiverai

MEOoW ac@aAoUg €IkoviKoU 181wTIKOU dikTUou (VPN).

Me tn Xxprion Tng VPN Ttexvoloyiag ae TTPoowTTkG €EOTTAIOUS, oI XprioTeg Ba Tpétrel va
KOTAvoroouv OTI TO PINYXAVANATA TTOU XPNOIKOTIoIoUV yia TNV TTPAyUATOTToingn NG oUvoeong
TOUG, KaBioTavTtal TTPOEKTACT TOU OIKTUOU TOU OpYaVvIoUOU. ZUVETTEIQ TOUTOU gival OTI TIPETTEI va
akoAouBouv TIG TTONITIKEG ao@aAeiag Tou opyaviouou Kal o ISIWTIKOG eE0TTAICUAGG TOUG UTTOKEITAI

OTOUG iBIOUG KAVOVEG TTOU EQapUOovTal yia Tov eEOTTAIOUO TOU opyavIGHOU.

14.5 TnAepyaoia — YTreuBuvoTnTeg

MNa Tnv ekTéAeon TNAepyaaoiag Ba TTpETTel va Eaa@alifeTal 6T akoAouBouvTal ol TTApaKATW GPOoI

Kal Kavoveg 1600 atrd 1o Turua NMANPo@opIKAg Tou opyaviouou, 600 Kal aTtrd TOUG XPrOTEG.
14.5.1 TuApa MAnpo@opIKAGg

o [lopéxel kadBe oOduvary Ponbeia kal  ekmmaideuon oToug XPAOTEG Ot  BépaTta

ATTONAKPUOPEVNG TUVOEDGNG OTO E0WTEPIKO OIKTUO TOU OPYaVIGHOU.
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o EZao@aAiCel 611 o1 XprioTeG TTOU EKTEAOUV TnAE-EpyaCTia TTEPIOPICOVTAlI OTOUG EAAXIGTOUG
amapaitnToug Ye Baon Ta KABAKOVTA Toug Kal ol TTPocBACEIS TOUG gival oI EAAXIOTEG
ATTOPAITATEG, YIA TNV EKTEAEON TWV KABNKOVTWY TOUG, OUMQWVA UE TV UQPICTAUEVN

MoAiTiknr MpooBdaaewyv Tou opyaviouou.

e Efao@aAiCel tnv 0OuvatdétnTa KPUTITOYPA@Nnong Twv apXeiwv Tou JTTopei  va
ammoOnkeuTOUV OTN CUCKEUR TOU XPAOTN atrd Tnv otroia Ba eKTeAgiTal n TnAe-£pyaaia
(laptop, desktop, tablet) B o€ agaipoluevo péco (m.x. usb sticks) | umnpecia
0100IKTUOKAG atroBrikeuong (11.X. Dropbox, One Drive, Google Drive, KATT), cUJQWVa PE

TNV Mok Xpriong Agaipoupevwyv MEGWV TOU opyaviGHoU.

e AZioAoyei Kal OTTOU €ival TEXVIKA €QIKTO, TTOPEXEI OTOUG AOKOUVTEG TnAE-£pyaadia Tn
duvaTtoTnTa XPAONG TNG €TTayyeAUaTIKOU Taxudpoueiou (email) yia ammootoA 1 Ajyn

MNVUPATWY yia oKoTToUg TNAEpyaaiag atrd eEwTEPIKO BiKTUO.

o  OpovriCel yia TN Aqun avTiypd@wyv ac@aAgiag yia apxeia ye Tpoowtikd dsdouéva, Ta
oTroia ugioTavTal emeéepyaaia ato TAaiolo dpacTnploThTwyY TNAEpyaagiag pe Baon tnv

MoAimikn Avtiypdewyv Acopalciag.

14.5.2 XpRoteg TnAepyaoiag

Me tnv BonRBeia kai TIg GUUPBOUAEG Tou Turuatog MNMANPoYopIKNG Tou opyaviouou, ol XprRoTeg Ba

TTPETTEI VA £EAT@AAICOUV KAl VO PEPIPVOUV YIA TA TTAPAKATW:

e Tnv gykatdoTacn avTiikou TTPOYPAUHATOG Kal TNV KABNPEPIVE TOU evNPEPWON, OTTWG Kal

TNV gvepyoTroinon Kai Aeiroupyia Tou firewall THG CUOKEUAG TOUG.

o O o10Budg epyaaiag va ouvdéetal aTov eEO0TTAICUO Tou TTapOXou internet, TTou d1aBETeEl O
XWPOG, HECW KaAwdiou dIKTUoU. EAv auTd dev ival eQIKTO, Kal TTPETTEI VO GUVOEETAI GTO
01adikTUO Yéow acuppartou SIKTUOU, Ba TTPETTEl va puBuIoTEl KATAAANAO 0 €6OTTAICUOG
TOU TTAPOXOU, WOTE VA XPNOIYOTIOIEI TO TIPWTOKOAAO ac@aigiag WPA2 kal 1IoXupd KwdIKO

mpdoBaong.

e Tnv eykatdoTaon Twv TeEAeUTAiWY OIABECIUWY  EVNUEPWOEWY TOU AEITOUPYIKOU

OUCTAMATOG KAl TWV EQAPHUOYWY TOU UTTOAOYICTH TOUG.
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Tnv xpnon mpoypappdaTwy mAornynong oto diadiktuo (11.x. Microsoft Edge, Google
Chrome, Mozilla Firefox KATT) ye avwvuun mepijynon A T diaypag@n ato To I0TOPIKO TwV

OUVOETUWY TTOU OXETICOVTAI UE TNV THAEPYOTia TOUG.

ATToQuyr XpAONG TTPOCWTTIKOU NAEKTPOVIKOU Taxudpopeiou (T1.x. gmail, yahoo, hotmail)
yla atmooToAn f AQun uNvupdaTwy yia okotroUg TnAepyaciag. Avti autou, Ba TrpéTrel va
XPNOIMOTIoIEITal N €TTAYYEAUATIK NAEKTPOVIKA OleUBuvan Tnv oTroia  TTapéXeEl O
Opyaviouog. Edv autd dev gival TEXVIKA EQIKTO, TOTE TO TTEPIEXOPEVO TWV UNVUNATWY TTOU
aQOPA TTPOCWTTIKG OedoEVA TTPETTEI VA KPUTTTOYPa@EiTal KATAAANAQ (TT.X. €iTe OAOKANPO

TO MAVUHA €iTE JOVO TO CUVNUUEVO apxEia).

ATTOQUYN XPNOoNG £Qapuoywv avtaAAayng pnvupaTtwy (keipevo r/kar Bivieo) yia Toug
OKOTTOUG TNG TNAEPYAOIag OTTO UTTNPECIEG TwV OTIoIWV T XAPAKTNPIOTIKA ac@AaAEiag

(kpuTtTOYPAYPNON, pUBUicEIG TTpooTaCIOG dEdOPEVWY) agioAoyouvTal wg PN I0XUPG.

Atrouyr) ammoBAKeuoNnG apxeiwv o€ TOTKG UTTOAOYIOTH i uttnpedia dIadIKTUAKAG
amroBnikeuong (1.X. Dropbox, One Drive, Google Drive, KAT). Av autd &¢v givail €QIKTO,
TpooTagia TOUAAXIOTOV HE KWOIKG TTpdoBacng Twv aTToBNKEUPEVWY apXEiwv TNG
EPYOCTIag TOUG 1 TNV KPUTITOYyPA®Nnar] Toug, 1IBIAiTEPa av Ta apxeia autd TTepIEXOUV

TTPOOWTTIKG OedopEva.

Tnv amoBAKeuan Twv apxeiwv TTou XpnolgoTroiolv yia TNV ThAgpyaaia, ae dlakpIToug
QOKENOUG, BIAQOPETIKOUG aTTd auToUg TTOU XPNOIYOTTOIoUV Yid TA TTPOCWTTIKA TOUG

apxeia.

Tn AMjyn avtiypa@ou ac@aAeiog TwvV apXEiwv YE TTPOCWTTIKA dedopéva, UPPWVA UE TIG

00nyieg Tou TUAPOTOG TTANPOPOPIKIG TOU OPYaVIGHOU.

E@appoyny Tng MoAimkig Kabaprig OB4vNG OTIGC CUGKEUEG TTOU XPNGCIUOTTOIOUVTAIl VIO
ThAgpyaoia pe KAEIdBwPA Toug (TT.X. TTPo@UAagn 08évng, ye KWOIKG atTevepyoTToinong) av

Meivouv avevepyEg.

14.6 TnAedilaokéweig — Ao@dAsia Zuvdeong

O xpnoTng, amod TNV ATTOPAKPUGNEVN Tou B€on, kaTaBdAel KOs TTpooTTdbeia waoTe 0 OTABUAS

EPYOCTiag Tou va guvdésTal oTov EOTTAICUO TOU TTaPOXOoU internet, TTou dIABETEI O XWPOG, HETW

KaAwdiou OIkTUOU. Edv autd dev eival eQIKTO, Kal TTPETTEI va ouvOEeTal OTO OIOOIKTUO PECW
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acUppaTtou dIKTUOoU, Ba TTpéTTel va puBbuioTei KATAAANAQ 0 €EOTTAICUOG TOUu TTAPOXOU, WOTE VA

Xpnaoigotroiei To TTpwTOKoAAo ag@aAciagc WPA2 kai 10xupd KwdIkd TTpdaacng.

H atmobnikeuon apxeiwv GTov TOTTIKG UTTOAOYIOTA Tou XpNoTn Ba TpéTrel va atro@elyetal. OAa Ta
apxeia, Ta oTroia Ba xpeIaaTEl va attoBnKeuToUV TOTTIKA, Ba TTPETTEl va TTPOCTATEUOVTAI JE KWOIKO

TPOORACNG ] VO KPUTITOYPAPOUVTAL.

14.7 AocedAeia E@appoywv TnAedidokewng

MNa TN emAoyr XPAONG CUYKEKPINEVNG EQAPUOYAG €EETACOvVTaIl Kal EQapuUOlovTal O TTaPaKATW
KOVOVEG yia TNV TIPOOTACIa TwV TIPOOWTIIKWY Oedopévwy aMG Kal Twv  guaiodnTwv

TTANPOPOPIWYV TOU OPYaVICHOU.

o Qa mpETTEl N ETAEYPEVN EQAPUOYH VA UTTOOTNPICElI KPUTTTOYPAPNON atrd dkpn a€ aKpn

(end-to-end encryption).

o O1épol xprong TnG €TTIAEYUEVNG EPAPUOYAG VO KAAUTITOUV TIG ATTAITHOEIG AOQOAEiag TOU
opyaviopou, OTTwG auTég €XOUV aTmoTUTTWOE OTn YeVIK TTOANITIKA ao@aAgiag Tou

opyaviouou.

e O o0Uvdeopuog WIag TIpoypauMaTIOPéVNG  TnAedidokewng Oev Ba  Tmpémel  va

dnuoaoioTtroigiTal TTouBevd, TTapd YOVO VA KOIVOTTOIEITOI OTOUG GUUMETEXOVTEG.

o Kard tn didpkela TNG TNAESIAOKEWNG, ATTAyYOPEUETAI N KATAYPAPH ThG O€ video, To OTToio
uTTOpPEi Va avatrapaxOei apyoTtepa, OTTWG aTTayopeUETal KAl N AfjWn OTIYMIOTUTTWY TwV

OUUMETEXOVTWV.

14.8 E@appoyég TnAedidokeyng

To TuAua MNAnpogopikg Tou Opyaviopou eival apuddio yia TNV €TTIAOYH KAl €yKPION TwV
KATAAANAWY €@appoywyv TNAESIAOKEWNS TTOU KOAUTITOUV TIG avwTépw Trpodlaypa®Eg. Aev
EMTPETTETAI N XPAON MN €EOUCIOOOTNUEVWV/EYKEKPINEVWV £PAPUOYWY TNAEDIAOKEWEWV. Agv
EMTPETTETAI N EYKATACTACN OTTOIACONTIOTE £QAPHOYNG TNAESIAOKEWNS ATTO TOUG XPHOTEG OTOUG
TOTTIKOUG OTOBOUOUG €Pyaciag Toug Xwpig Tnv TTPonyoUlEVn YPOATITH €YKPION TOU TUAMOTOG
TTANPOPOPIKAG.
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14.9 ENIBOAH MOAITIKHZ

OTtroloagdniTroTe £pyalouevog Tapapiaael TNy mapoUaa MNMoAITIKA AGQAAEIag EVOEXETAI VO UTTOOTET

TTEIBAPXIKEG KUPWOTEIG.

14.10 ZYNHMMENA ENTYNA

e Qudév
14.11 APXEIA
XPONOZ YNEYOYNOZ
NMEPIFrPA®H MOP®H
THPHZIHZ THPHZIHZ
NAPATHMAIII

Aiota NMpoypappdrwyv

1 Eykekpipéva

Windows 10 Pro

Office 2016 Pro

Acrobat reader

7zip

Eset Antivirus

Skype
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CDBurnXP

WinRar

Putty

CCleaner

Vmware Player

Chrome

Firefox

Vic

Java

Teamviewer

GoogleEarth

MPC Home Cinema

Adobe Air

Adobe Flash

Adobe Shockwave

Adblock Plus

2 NpoobeTa
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